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ABSTRACT In recent years, author identification has become an active research area, where the major
differences are caused by paper or online medium, mode of entry and target audience. Much research has
been devoted to analyzing writing styles in handwritten, word-processed and online social networks (OSN)
texts. Word processing editors that typically include spell and grammar checkers may influence the writing
style as it allows an individual to edit a piece of text to perfection. Thus, similarities may exist between
OSN and word-processed texts. Moreover, none of the studies to date have made a detailed comparison of
the writing styles across multidisciplinary factors. This paper attempts to close the gap between the writing
styles in pre- and post-Internet periods as well as provide an in-depth comparison of the writing styles in
OSN texts across three major factors: demographics, personality & behavior, and cybersecurity. The aim
is to learn from past literature as we advance these techniques to OSN texts. Thus, in this paper, we also
propose a novel machine learning prediction model based on tense morphology, to classify age and gender
from English blogs, and the PAN 2013 dataset. This model achieves an accuracy of 94%–98% and 95%–97%
for age and gender, respectively.

INDEX TERMS Online social networks, survey, writing styles.

I. INTRODUCTION
Author identification has been an active research field
for centuries [1]. The major differences are caused by
paper or online medium; mode of entry such as pen, computer
keyboard, mobile phone keypad and dictation recorder; and
target audience that ranges from teenagers to professionals
to senior citizens. The rationale behind this research is that
some style characteristics can be extracted from a piece of
writing, and those characteristics are unique to an individual.
Author identification research looks at authorship attribution
and authorship verification. Authorship attribution is defined
as the task of seeking an exact author, while that of authorship
verification is to determine whether the same author [2] wrote
the documents. Users’ heuristic behavior will show in their
online writings if they spend a great deal of time online.
Features such as structural traits, language usage, content
markers, and stylistic features can be used to form a feature
collection for author identification. Regardless whether indi-
viduals write under a pseudonym or authornym or real name,
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the deviation from their writing stylemakes them identifiable.
Individuals can be profiled based on factors such as demo-
graphics [3]; personality [4]; handwritten allographs [5]; left-
or right-handiness [6]; and even accent [7].

The importance of identifying and profiling authors is
undeniably vital in applications, for example, in forensic
profiling [8] and marketing profiling [9]. From a forensics
perspective, forensics investigators are interested in knowing
the profile of the person writing harassing text messages.
Similarly, from a marketing perspective, companies are inter-
ested in knowing the demographics and even personalities
of people who like or dislike their products by analyzing
online social networks (OSN) texts. This is because with the
evolution of the Internet, people have the freedom to share,
create and find information across different platforms, time
and geographical locations. The information can range from
dictated text to word-processed text to OSN text. This fact
further introduces the issue of anonymity on the Internet:
anonymity allows people to hide their real identity infor-
mation such as name, age, gender, and address and may
further give rise to plagiarism, information misuse and illegal
information sharing.
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Thus, it is no surprise that the study of writing styles
(also used interchangeably with writing style techniques in
literature) emerged as a separate discipline in the 20th cen-
tury [10]. Research in this field continued from stylistics [11]
and social science [12]–[14] to cybersecurity [15]–[17]. As
anmultidisciplinary field, several definitions of writing styles
have emerged and have varied over time, country, culture,
and disciplines, with the most relevant to this paper being as
follows:
• Style as an expression of individuality, subjectiv-
ity, or emotions of an author [1], [4], [18], [19].

• Style as an author-function [20], [21]. An author chooses
to write under a pseudonym, authornym or real name.

• Style as a deviation. These deviations range from
normative-prescriptive ideas to language norms of writ-
ing that are based on demographic information [19].

• Style as a language choice. Authors choose to adapt
their writing styles according to their conversation part-
ners [22].

In today’s age, all the above can be formally defined
and measured with technology advancements [23]. Much
research has been devoted to analyzing the writing styles
in handwritten [6], [23]–[26], word-processed [27]–[29] and
OSN texts [30]–[34]. Word processing editors that typically
include spell and grammar checkers may influence the writ-
ing style as it allows perfection since the word processing
editors can help authors to limit the use of idiosyncratic
features in their text, which includemisspellings andmistakes
in grammar. The editors also allow the author to revisit the
text for changes in spelling, insertion, and deletion of words
and sentences, as well as massive scale movement of chunks
of text [35]. This continuous activity erases the unique indi-
vidual writing styles as it mimics a particular style or format
of a document to fit the target audience such as the one
provided by one of the popular grammar checker tool, Gram-
marly1. Whereas, such a feat is difficult to be achieved in the
handwritten text without several manual rewrites. Compared
to handwritten andword-processed text readers who read left-
to-right, OSN readers have a shorter attention span, whereby
skimming is typically done. Thus, for better readability, OSN
content is typically divided into headings, lists, hyperlinks,
images, and shorter paragraphs.

However, with the increasing number of spell and grammar
checkers that are available online, social media text can be
perfected, which may somewhat mirror word-processed text.
We are not aware of any research that has reviewed com-
mon writing styles in handwritten, word-processed, and OSN
texts in a multidisciplinary field. Reference [36] reviewed
demographic factors of gender, age and location by combin-
ing advanced computational linguistics and machine learning
with insights from sociolinguistics. Whereas, [37] reviewed
14 demographic factors of computer science and psychology-
related research in order to infer research trends for each
factor. On the other hand, [10] provided the development and

1https://www.grammarly.com/blog/grammarly-editor-document-type/

definition of writing style in the German, Dutch and French
studies in digital humanities. Reference [2] defined the
writing style feature categories in cybersecurity whereas [38]
review the use of writing styles in author identification specif-
ically in cybersecurity literature for multi-language docu-
ments. Another survey paper regarding authorship attribution
by [39] focuses on the computational requirements and set-
tings used in previous research for identifying authors rather
than on linguistic or literary issues. In another paper, [40]
combines both issues; computational requirement and lin-
guistic element in their review paper, but focusing on the
effect of the number of candidate authors and the size of train-
ing data settings in order to determine the identity of authors.
The comparison summary of these review papers regard-
ing writing styles and authorship identification is shown
in Table 1. As we can see from the comparison of other
survey papers, none of the studies to date havemade a detailed
comparison of the writing styles in a multidisciplinary field
that has been studied previously individually; demographics,
cybersecurity, and psychological factor such as personality,
as what is presented in this paper.

Other than that, this paper attempts to close the gap
between the writing styles in pre- and post-Internet periods
as well as provide an in-depth comparison of the writing
styles techniques in OSN texts across three multidisciplinary
factors: demographics, personality & behavior, and cyberse-
curity. Also, this paper extends the work of [10], by providing
writing style definitions, as well as adapting the writing style
feature categories of [2], [41]–[44] to OSN text across the
three statedmultidisciplinary factors. The aim is to learn from
past literature as we advance the writing style techniques to
OSN text. The contributions of this paper are summarized as
follows:

• Provides definitions of writing styles used across the
stated factors.

• Presents common writing styles during pre- and post-
Internet periods.

• Presents an overview of writing style feature categories
in OSN text across the stated factors.

• Provides an in-depth comparison of writing style tech-
niques in OSN text across the stated factors.

• Presents common writing style techniques and datasets
in OSN text across the stated factors.

• Presents speech variation (whereby people adapt their
language to their conversational partners) as a writing
style in OSN text across demographics and cybersecu-
rity.

• Proposes a novel machine learning prediction model
based on tense morphology, to classify age and gender
from English blogs, and the PAN 2013 dataset [45].

In the next section, we define and categorize the writing
styles that we will refer to throughout the paper. Section III
compares the writing styles used in demographics. Section IV
compares the writing styles in personality & behavior, while
Section V compares them in cybersecurity. Next, we discuss
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TABLE 1. The discipline of writing styles research from previous review papers.

the experiments based on the morphology model in
SectionVI. Finally, we conclude the survey and discuss future
research directions in Section VII.

II. WRITING STYLES IN LITERATURE
Writing, according to Merriam-Webster [46], refers to ‘‘a
style or form of composition’’, while style refers to ‘‘a dis-
tinctive quality, form, or type of something’’. Daelemans [47]
gave a definition of writing style as stylistic language vari-
ance that links factors that are psychological (e.g., person-
ality, mental health, native speaker) and demographics (e.g.,
age, gender, education level, region of language acquisition)
to content and text genre. However, it was yet to be seen
at that time whether the link is consistent over time, and
whether style features are unconscious and uncontrollable.
The researchers further stated that a hypothesis arising from
this definition recognizes style as being like a fingerprint,
unique to an individual [48]. The same researchers used
machine learning to demonstrate the existence of variance in
writing styles.

This paper extends the above definition to include other
demographic factors such as ethnicity; variance between age
and gender as well as between gender and biological sex.
We also include the variance from authors adapting their
language to conversation partners and in deception detection,
where features of OSN text that comes from scammers, frauds
and even hackers.

A. WRITING STYLES IN PRE-INTERNET PERIOD
We will now briefly discuss the history of writing styles.
Researchers have for centuries used writing styles to differen-
tiate authors and have been quite successful. However, as their
methods were more intuitive, contradictions existed from one
philologist to another, and no one could verify or refute their
findings; even the most successful philologist did not know
all the style markers used. In 1851, Augustus De Morgan,
a mathematician, was the first to use scientific methods when
he suggested that each author’s prose had a specific math-
ematical fingerprint. He proposed the use of word length

to clarify the authorship of a biblical book, i.e., the Letter
to the Hebrews [49]. Mendenhall extended this suggestion
in 1887 and counted the frequency of the words of a given
length occurring in 1000-word samples of a few authors [50].

However, a more through and convincing study in styles
was done in 1964, when Mosteller and Wallace used the
frequency of function words to clarify the authorship of the
12 disputed Federalist Papers [29]. In 1994, Holmes, who
also considered style variables to be stylistic fingerprints,
classified and defined 15 writing style techniques used by
researchers. This includes word length, syllables, sentence
length, distribution of parts of speech (POS), function words,
type-token ratio (TTR), vocabulary distribution and word
frequencies [51].

Variations in speech was first identified in 1984 by
Bell [22] where people adapt their language to their audience.
A similar phenomenon was seen in a Twitter study performed
by Nguyen et al. [52] in 2014. The adaptation to audience
phenomenon occurred due to the author’s intention to convey
information to the targeted audience on first glance percep-
tion. This method is similar to how a fraudster or perpetrator
would design posts in OSN and on the web to draw the
attention of potential victims [53]. In our opinion, a speech
style can be considered as a writing style as people sometimes
think aloud while writing. This is further strengthened with
numerous speech to text applications where the dictated text
can be shared as an email, or even as a OSN post.

Three rather simple but interesting conclusions can be
drawn from the history of writing styles, and are applied in
this paper. First, the researchers agree that writing style is a
unique fingerprint. Second, the same writing style techniques
used during the pre-Internet period are still used today, even
when themediumhas changed to online. Finally, the language
variation in speech noticed is currently being seen as a writing
style in OSN text studies.

B. WRITING STYLES IN POST-INTERNET PERIOD
We will now discuss the stylometry writing style technique
that is still relevant today. This technique refers to statistical
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TABLE 2. Feature categories of writing style, adapted from [2], [41]–[44].

analysis of literary studies that consists of feature categories
that are able to differentiate authors or author groups. While
there has never been complete agreement on the feature
categories in stylometry, most researchers have categorized
them into four main categories: lexical, syntactic, structural
and content-specific. Stylometry has also been known as
writeprints, a similar technique that uses the four feature
categories often used for authorship analysis in forensics
and cybersecurity [21], [54]. Both [55] and [21] introduced
idiosyncratic (focusing onmisspellings and grammatical mis-
takes that are often ignored or autocorrected) as a new cat-
egory. In contrast, [2] recognized this to be a writing style
technique in the additional features category and introduced
a new semantic feature category.

While [44] and [41] separate character-level features into
a separate category, [41] also separates vocabulary richness
features from the lexical category to be a separate category.
In contrast, [56] introduced the morphological as a new fea-
ture category in order to categorize frequencies of POS; it is
categorized as a syntactic feature category in [43].

The term stylometry, as we see above, is overused. We fol-
low the feature categorization by Neal et al. [2], as it is the
most recent work. Where needed, subtle changes are made to
suit our purpose (see Table 2), which requires thewriting style
techniques to be differentiated, as our focus is on categorizing
them between three factors: demographics, personality &
behaviour, and cybersecurity.

The first subtle change is moving character-level andword-
level features from the lexical to the additional features cat-
egory, as they are used across the categories. The character-
level and word-level features use the n-grams writing style
technique. This approach somewhat follows that of Ashraf
et al. [41] and Reddy et al. [44], who separate character-level
features into a separate feature category. In fact, the superior-
ity of character n-grams is often attested in stylometry [57].
The reason is because n-grams is a technique borrowed from

the field of information retrieval. In this technique, text is
divided into series of consecutive overlapping groups of n
characters. For example, 1-grams considers unigrams (n =
1), 2-grams considers bigrams (n = 2), and so forth. A similar
dilemma was faced when categorizing the natural language
processing (NLP) and machine learning techniques that were
borrowed from the artificial intelligence field and used across
categories that are currently placed under the additional fea-
tures category. Therefore, our lexical category definition also
follows Ashraf et al. [41] but with one major difference:
we add the vocabulary richness feature, which is a separate
category in their study, into the lexical category, following
Neal et al. [2].

The second subtle change is to place POS words in the
syntactic feature category. This change is made because Neal
et al. [2] put function words in the syntactic category, and
in doing so, we follow a somewhat similar direction to Neal
et al. and Hollingsworth [43], who put frequency of POS
words into the syntactic feature category.

The third subtle change is the preference for using the term
content-specific instead of domain-specific as used in [2],
as most literature [21], [54] uses the former. Last but not least,
three writing style techniques (morphology, linguistic inquiry
and word count [LIWC], and 20 factors) are also not part of
stylometry, and we place them under the additional features
category. Stankev et al. [42] separate the morphology feature
category (study of the structure and formation of words) from
stylometry. On the other hand, LIWC created by Pennebaker
et al. [58] in 2001, uses an internal dictionary of more than
2,300 of the most common words and word stems and is
categorized into linguistic and psychological categories.

Together with Pennebaker, Argamon and colleagues [30]
created 20 factors from the 1000 most common words, com-
prising 323 function words and 677 content words.Moreover,
following a similar concept to LIWC, function words were
grouped into several categories, i.e., 20 factors, according to
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their POS. Other additional features that are less disputed, and
is specific to a particular factor is explained in their respective
sections.

III. DEMOGRAPHICS
In the early 2000s, Srihari et al. [6] were among the pioneers
to use rigorous scientific studies to show author identification
for handwritten text. Their idea was that handwriting style
varies from person to person, while, for a particular person,
the style is somewhat consistent. At that time, such a hypoth-
esis had not been conclusively tested. Handwriting style was
studied in respect to demographics such as gender, age and
ethnicity.

In this section, the same demographics with the sex factor,
are explored in a modern context, i.e., OSN. We focus on
Twitter, blogs, user reviews, and chat messages.

A. GENDER, SEX, AGE AND ETHNICITY
Within social science, the study of demographics and lan-
guage is not new. Sex, together with social status, age and
ethnicity, as explained by Cheshire [59], is one of the most
widely used demographic factors. These factors are now rec-
ognized to be more complex than their labels.

Wodak and Benke [14] argue that, in their view, many
empirical studies have neglected the context of language
behavior and have often analyzed gender bymerely looking at
the speakers’ biological sex. Instead, they stress that concepts
such as gender and age are shaped differently depending on
individuals’ experiences and personality as well as the society
and culture that they belong to.

To complicate things further, gender is often intertwined
with age, where studying one often implies that the other
is also studied [12]. In this paper, we do not differentiate
between gender and biological sex, as we do not know the
authors’ implicit views when writing their papers.

1) TWITTER
Twitter is a OSN site where people interact using short mes-
sages known as tweets.

Word n-grams is the main writing style technique
employed in most studies [34], [60]–[64]. Rao et al. [60]
used word n-grams of 1-2 on tweet text to infer gender, age
and ethnicity. The authors preserved the emoticons and other
punctuation sequences that were traditionally deleted. The
researchers highlighted the different kinds of emoticons used,
where female users tend to use emoticons such as hearts
(< 3), while male users prefer grins (:D) and winks (;)).
However, emoticons are almost identical in both age groups.
This observation may, however, be contributed to the gender
pool, which targeted certain users. In contrast, North Indians
tend to use more emoticons, alphabetical lengthening and
excitement markers than South Indians. Though accuracy up
to 73% (using support vector machine [SVM]) was seen for
age, gender and ethnicity prediction achieved their best accu-
racy when augmented with 15 sociolingustic-based features.

In a separate study, [63] also preserved emoticons and
punctuation to infer gender from the top 10,000 words using
statistical hypothesis. There was one contradictory finding
from [60]; namely, emoticons such as grins and winks were
found to be female markers. In addition, gender was associ-
ated with function words such as the pronouns (u, ur, and
yr) and prepositions and articles that included alternative
spellings. One male marker is that the number ‘2’ is often
used as a homophone for to, while the abbreviated form
of with appears in female markers (e.g., w/a, w/the, w/my).
Moreover, despite swear and taboo words being male mark-
ers, the anti-swear darn is a female marker.

[65] also used the word n-grams feature but did so to
extract the top topic-sensitive terms, in addition to using
383 function words, 10 punctuation marks and 13 other fea-
tures (e.g., word frequency, character frequency, vocabulary
richness). The accuracy reached approximately 83% when
augmented with the multimedia feature, which denotes the
number of tweets containing an image, video and/or music.
One distinct findingwas that gender detection accuracy began
at 53.2% with the top 10,000 terms and reached its peak with
2.5 million terms. The accuracy, however, gradually dropped
when more terms were used.

In addition to word unigrams, [62] used LIWC to infer
age. They used 48 proposition words from the Dutch version
of LIWC, in addition to adapting it to use alphabet length-
ening, slang and English pronouns, as Dutch people often
tweet in English as well. Intensifiers, tweet length, average
tweet length and user tweeting behavior (including tweets
containing a hyperlink or hashtag) were also used. The results
revealed little difference after the age of approximately 30,
which was attributed to insufficient data in the extremes of
the age groups. The researchers then extended this work in
their next study to find the reason with respect to age and
gender.

The main reason, according to Nguyen et al. [52], is that
more than 10% of Twitter users do not use language that
is normally associated with their biological sex. Their gen-
der association study suggests that Twitter users vary their
language depending on the context and their conversation
partners. A significant trend is observed in female users
(Pearson’s r = 0.270, p < 0.001), which seems to suggest
that they emphasize aspects other than their gender in tweets.
Echoing findings of their previous work, on average, older
Twitter users’ age is underpredicted, where the prediction
errors start at the end of the 20s. The gap between actual and
predicted age increases with age.

[66] is another study that, like [62], uses LIWC, but to
infer gender. The LIWC dictionary produced 64 content-
based features combined with six user tweeting behavior fea-
tures. These content-based features, according to the authors,
have proven to be more effective than other simple features
such as k-top words. On its own, the LIWC feature set
yielded accuracy of 80.43% for the last 1000 tweets, which
increased to 82.26% when augmented with the tweeting
behavior.
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TABLE 3. Writing style features to identify author demographics on Twitter.

Character n-grams is another writing style technique seen
in the following studies [34], [61], [67], [68]. [67] used every
possible 1 through 5-gram for the 95 most-used ASCII char-
acters to represent the tweet to infer gender. A tweet length
of 25 words, for example, produces 15,000 features, where
accuracy of more than 90% was seen.

In contrast to the previous study, [68] introduced 12 read-
ability features to enhance accuracy. Together with three
character-level features, five word-level features, one sen-
tence richness feature and one vocabulary richness feature,
with convolutional neural networks as the classifier, an accu-
racy of 97.7% and 90.1% was achieved for gender and age,
respectively.

[34], on the other hand, not only combines word n-grams
of 1-3 and character n-grams of 2-4 but also focuses on text
with an average length of 12.2 tokens (i.e., words, emoticons
and punctuation marks) per post, which, to the best of our
knowledge, is the only Netlog study that focuses on very
short text for age and gender classification. The researchers
studied Flemish language usage in post and chat conversa-
tions. One interesting conclusion from [34] is that regional
varieties and dialects make n-grams a better approach than
POS tagging, e.g., dak (roof) is tagged as a noun, while
its abbreviated/dialect form dak ik (that I) should be tagged
as a combination of a relative and personal pronoun. The
best accuracy was achieved with 50,000 features where
word n-grams outperformed character n-grams. A confusion
matrix indicated that varieties in chat language usage were
attributable more to age than to gender, as there was greater
confusion between gender classes of the same age groups
compared to age classes of the same gender groups.

In a large multilingual study, [61] mainly relied on word
n-grams for segmented languages and on character n-grams

for unsegmented languages. Echoing the findings of [60],
the researchers concluded that tweet text conveys more about
the gender of the author than the profile’s description, where
the text only yielded an accuracy of 75.5% (using balanced
Winnow2). One distinct stylistic finding is that the pres-
ence of http is a strong male indicator. Cursory examination
seems to suggest that female users are more likely to use
‘‘bare links’’ (cf. nltk.org vs. http://nltk.org). In a separate
study, [64] used a combination of word and character n-grams
to achieve the best accuracy for the English, Spanish and
Arabic datasets.

Morphology is a commonly used writing style technique
for non-English texts. In contrast to the previous study, [69]
uses unique features of other languages to improve inference
accuracy. This study shows that prediction is easier in some
languages not due to their conventions in word usage, but
rather to their syntactic structure. Using k-top words, k-top
bigrams and trigrams, k-top hashtags with three other fea-
tures, and SVM as classifier, the accuracy of French (76%),
Indonesian (83%), and Turkish (87%) was comparable to that
of English. Japanese, in contrast, performed at 63%, even
with white space tokenization that was inserted to break the
words. One conclusion drawn by the researchers is that word
n-grams carry little information in languages with complex
orthography. French, on the other hand, has information about
gender in its nouns. Thus, using morphology, an accuracy
of 90% was achieved in French. Table 3 shows an overview
of using writing styles to identify author demographics on
Twitter.

2) BLOGS
A blog, according to Merriam-Webster [46], refers to ‘‘a
website that contains online personal reflections, comments,
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and often hyperlinks, videos, and photographs provided by
the writer’’.

The 20 factors [30] is main writing style technique seen
in the following studies [30], [70]–[74]. In [30], Argamon
et al. pioneered this technique to predict gender and age.
Briefly, this study showed that POS often used by younger
(cf. older) bloggers are also used often by female (cf. male)
bloggers. The technique achieved gender accuracy of 80.5%
(using multiclass balanced real-valued Winnow) and an age
accuracy of 77.4% (using Bayesian multinomial logistic
regression). Careful examination of the age confusion matrix
revealed that distinguishing 20s from 10s and 30+ is difficult.
In a separate study to infer gender and age, the same

researchers [70] explored some categories of LIWC,
POS, function words, blog words and hyperlinks, totaling
502 stylistic features and 1,000 unigram content features.
Their study shows that stylistic differences remain more
telling than content differences, and regardless of gender,
writing style becomes more male with age. Much like the
previous study, 30s were misclassified as 20s. On its own,
average sentence length in the same dataset gave little
improvement in accuracy in the next study [71]. However,
when average sentence length and 52 slang words were
augmented with 35 content words (mostly from the previous
study), a clear distinction between slang usage was observed
for both genders.

In contrast to the three previous studies, [74] subdivided
some of the 20 factors, added new factors, and introduced a
frequency-based score to determine gender; their approach
improved gender detection for the best result obtained by
Argamon et al. [30] to 82%. Much like that study, [72] added
three new factors. Furthermore, [72] introduced variable-
length sequence mined from POS in order to capture stylistic
characteristics of both genders. Writing styles were analyzed
using words including blog words, 10 gender preferential
features, 23 factors and POS sequence patterns as features.
The best accuracy was achieved using the SVM (regression)
classifier. [73] extended this study by focusing on words and
punctuation that people use, average word/sentence length,
and POS analysis as well as the 20 factors; the best accuracy
of 72.10% was achieved with SVM (linear kernel) as the
classifier.

Mimicking the experiments of [70] on a different
dataset, [32] inferred gender using seven lexical features and
interests mined from profile pages as content words. There
was not a noticeable increase in slang and punctuation for
younger bloggers, while the number of links and images
varied across all ages. The accuracy, however, was improved
to 67% (using the logistic regression classifier) when online
behavior was added as a feature. Closer examination of the
age confusion matrix showed that many aged 38-42 were
misclassified as being aged 28-32.

Like Twitter studies, morphology is a commonly used
writing style techniques for non-English blogs, where text
segmentation is an issue [75]–[77]. Reference [75] is a
multilingual study that uses four different types of mostly

content-independent features, comprising 15 character-level
features, 14 word-level features, two sentence-level features,
and from 22 for French to 65 for English syntactic fea-
tures. Monolingual gender identification yielded accuracies
between 77% and 88% (using bagging as the classifier).
However, the number of features is reduced to 27 language-
independent features when the six individual datasets are
merged into a single dataset, where an accuracy of 74.67%
was achieved. In comparison to other languages, with the
exception of quotation marks, deviations from reference fea-
tures for German authors are small. This result can probably
be attributed to ethnicity influences.

In addition to morphology, these two studies demonstrated
that word n-grams contribute more to gender identification
than character n-grams for non-English blogs, as they convey
specific syntactical and morphological patterns. Reference
[76] used 298 features that can be classified into character-
level features, word-level features and other features to pre-
dict age, gender and ethnicity for Vietnamese, where the best
accuracy was achieved using the IB1 classifier. On the other
hand, [77] echoed this word n-grams vs. character n-grams
finding when analyzing Greek blogs using five vocabulary
richness, three word length, one letter frequency and five
character-level and word-level features consisting of char-
acter and word grams. The sequential minimal optimization
(SMO) classifier yielded an accuracy of over 82%. Table 4
shows an overview of using writing styles to identify author
demographics on blogs.

3) USER REVIEWS
To review, according to Merriam-Webster [46], means ‘‘to
give a critical evaluation of’’. Here, we will examine user
opinions on products and services shared with other con-
sumers.

Like Twitter and blog studies, morphology is a common
writing style technique for non-English user reviews. To our
best knowledge, [78] is the first study that analyzes mor-
phosyntactic variation on a large scale for gender, age and
ethnicity. One distinct finding was on intensifiers, where
female users are said to be more restrained in their language
and use hedges to soften what they say. However, this finding
contradicts the previous Twitter findings of [69] and the next
study by Hemphill and Otterbacher [79].

[79] used a range of features including rates of pronoun
use and hedging (a list of 55 hedging phrases), complexity
of words and sentence structure, and vocabulary richness.
Two distinct findings were observed. First, though it was
expected for female users to adjust their writing style pat-
terns by reducing the use of some female markers, it was
not expected for male users to adopt some female markers.
Second, using roughly the same features and dataset with an
additional 50 markers (50 top words consisting of 5 content
words and 45 function words), [80] showed that female users
exhibited a richer vocabulary, contradicting the findings of
the aforementioned study indicating that female users exhibit
less vocabulary richness.
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TABLE 4. Writing style features to identify author demographics on blogs.

In another study, [81] used morphological gender and
ethnicity markers to infer age, gender and ethnicity. As an
example, træls, a swear word found in the Jutland dialect
(Denmark) that has no exact translation in the standard lan-
guage, was found to be used in 84% of people living in a very
small portion of the Copenhagen region. It was noticed that
female users (cf. younger people) tend to use this term more
than male users (cf. older people). Moreover, their findings
also showed that though the English language has influenced
the official Danish language, e.g., single words in English
(‘‘today’’) are multiwords in Danish (i dag), the older gen-
eration still wrote the prescribed spelling, while the younger
generation did not. Table 5 shows an overview of using writ-
ing styles to identify author demographics on user reviews.

4) CHAT MESSAGES
Chat, according to Merriam-Webster [46], refers to ‘‘online
discussion in a chat room’’. Here, we do not consider chat
plugins, for example, Facebook’s instant messaging services.

To our best knowledge, [82] and [83] are the only two
studies that analyze the writing style of very short messages
(6.2 words) for gender prediction. The researchers used writ-
ing style techniques to consider lexical and syntactic features
consisting of average message length, average word length,
frequency of stopwords, list of 78 stopwords, frequency of
smileys, a list of 79 smileys, frequency of punctuation marks,
a list of 37 punctuation marks, number of distinct words
(i.e., vocabulary richness), and frequency of each character.
The best accuracy was achieved using a feature set without
stopwords and vocabulary richness measures. A surprising
finding was that stopwords and punctuation marks vary for
male users, who either use them heavily or very lightly.

In a separate study, the same researchers [83] extended
their work to the day-night interval. An unforeseen finding
is that during the day, chatters write shorter messages con-
taining auxiliary elements (smileys and punctuation marks)
with hedging. In contrast, during the night, they write longer
messages containing many function words and punctuation
marks.

Like the previous OSN studies in Sections III-A1- III-A3,
morphology is also used in non-English chat messages [33].
This study tracked morphological gender markers such as
nouns, adjectives, pronouns or determiners in English and
Spanish chat rooms, as their participants are mainly from the
US and Spain. Table 6 shows an overview of using writing
styles to identify author demographics in chat messages.

B. SUMMARY
In this section, we reviewed previous studies on the use of
writing styles to identify demographics, in particular, gen-
der, sex, age and ethnicity for OSN: Twitter; blogs; user
reviews; and chat messages. We summarize the studies as
listed in Tables 3, 4, 5 and 6. In demographics studies,
researchers do not always explicitly categorize the writing
style techniques into the lexical, syntactic, structural, content-
specific and additional features writing style feature cate-
gories. Therefore, it is our attempt to categorize them based
on descriptions found in their papers.

Most demographics studies support the following defini-
tions of style: as an expression of individuality, subjectiv-
ity or emotions of the author; as a deviation; and as a language
choice. The latter is a speech variation hypothesis of [22]
seen in [52], who further suggests that Twitter users vary their
language depending on the context and conversation partners.
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TABLE 5. Writing style features to identify author demographics on user reviews.

TABLE 6. Writing style features to identify author demographics on chat messages.

In addition, [52] is the only example in the computer science
literature that we are aware of that follows the social sci-
ence perspective on gender by making an explicit distinction
between users’ biological sex and gender.

In a separate study, [79] showed that female users adjust
their writing style patterns to become less feminine and that
male users adopt some female markers. Table 7 summarizes
some of the common female and male markers seen in this
review.

The heart of research lies in the dataset; creating an unbi-
ased dataset is a nontrivial task. Reference [60] remove the
biases by excluding Twitter users who have high follower
counts, as they tend to be celebrities and organizations. Refer-
ence [62], on the other hand, remove organizations from their
Dutch Twitter corpus by sampling users with 10-200 tweets
who have less than 5000 followers. In contrast, [63] remove
spammers, dormant users and one-time conversation users
from their American English Twitter dataset by creating a
mutual network. These approaches will, of course, create
various sizes of datasets; the difficulty of finding the correct
size was pointed out by Lopez-Escobedo et al. [84].
In terms of using lexicons, there seems to be a preference

to use LIWC [58] in Twitter studies, and 20 factors [30] in
blog studies.

IV. PERSONALITY AND BEHAVIOR
With Web 2.0, people have more freedom to record and share
their thoughts and activities in virtual communities such as
websites and on social media. Therefore, it is reasonable to
expect that individuals’ online writings will also contain their
personality-related residue. Previous research has shown that
people inadvertently leave personality-related ‘‘behavioural
residue’’ in their physical and virtual environments [95]. Due
to this, research on language use has shown a connection
between personality and writing style [4], [85].

Pennebaker et al. [4] investigated the degree to which
language is reliable across time, and factor structure and
established good constructs in comparison with self-report
personality traits. Three-phase experiments were taken using

handwritten materials from inpatients of addiction treatment
and students and researchers from a psychology-related edu-
cation background, similar to the work by [96]. The results
show that language offers a perspective to detect individual
differences of styles and personality. The study proved the
work by [96], which found three distinct writing styles: one
related to extraversion, another related to introversion, and a
final one related to reflectivity.

While the first two studies focus on handwritten text, after
2007, the year of global communication, researchers started
to explore OSN text [85], [87], [92]. OSN allows anyone to
share, express and show their views on certain topics on the
Internet. The researchers in [85] and [86] predicted Twitter
authors’ personality based not only on author profiles but
also on their tweet texts. Three features in the LIWC tool—
psychological processes (e.g., emotional, cognitive, sensory,
and social processes), relativity (e.g., words about time, past,
future), and personal concerns (e.g., occupation, health)—
and word count, words per sentence, and swear word counts
were used in their experiment to determine the text features
related to personality. The features were then run through the
MRC Psycholinguistic Database, a list of over 150,000 words
with linguistic and psycholinguistic features, and word sen-
timent analysis to extract the score of word use by Twitter
authors that relates to personality traits. After testing the tech-
nique on Twitter, [85] expanded the experiment with another
OSN, Facebook, and they managed to detect the personality
traits of the social media users [86]. Furthermore, LIWC has
also been used by [15] to derive the personality of ten chat-
room authors to act as a baseline for authorship identification
and could successfully identify the personality traits of the
chat authors.

LIWC was also used in the study by [87] with Twitter
posts, focusing only on text messages. Emoticons in the
posts were changed to the words ‘‘PositiveEM’’ and ‘‘Neg-
ativeEM’’ to allow LIWC to detect the emoticons. Forty-
nine LIWC characteristics were used in this study. Using just
the LIWC technique, the study was able to find the distinct
characteristics associated with the author’s personality traits.
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TABLE 7. Summary of the gender and age markers for female and male
users.

The agreeableness personality trait has a negative correla-
tion with negative words, and the authors with this trait use
fewer exclusive and sexual words. The openness to experi-
ence personality trait has a negative correlation with second-
person words, assent words and positive emotion words. The
extraversion personality trait has a negative correlation with

function words and a positive correlation with assent words.
The study also shows that the agreeableness and neuroticism
personality traits are easiest to detect and perceive by readers.

In addition to LIWC, which is a closed-vocabulary
approach, an open-vocabulary approach using language-
based assessments (LBAs) has been used to predict the per-
sonality of social media users. Reference [92] used LBAs
on Facebook users. LBAs are based on normalized relative
frequencies of words and phrases, binary representations of
words and phrases, and topic usage. The external criteria used
to correlate with LBAs using regression modeling are the
convergences of personality self-reports at the domain level
and facet level, the discriminant validity between predictions
of distinct traits, the agreement with informant reports of
personality, the patterns of correlations with external criteria
(e.g., number of friends and political attitudes) and, lastly,
the test-retest reliability over 6-month intervals. The results
in [92] show that the LBA approach can constitute valid
personality measures.

We also found that closed-vocabulary and open-vocabulary
approaches can be combined together as proposed by [88].
Their study shows a positive correlation in predicting the
personality of social media users. The study used 19 million
Facebook status updates provided by 136,000 volunteer par-
ticipants. All five personality traits had a correlation value
of 0.3 to 0.4 when word phrases containing n-grams of size
1-3, a latent Dirichlet allocation (LDA) combination of topics
within the documents and LIWC were combined together as
features to predict the personality of the Facebook users, other
than their age and gender.

Another study has also used writing styles to predict per-
sonality & behavior of authors in a language other than
English. Reference [93] shows that bag-of-words (BOW),
text segmentation and a weighted scheme can be used to iden-
tify the extroverted or introverted personality of 222 Face-
book users who write their posts in Chinese. Since Chinese
segmentation is different from English, the authors used the
Jieba algorithm that specifies Chinese text segmentation and
term frequency - inverse document frequency (TF-IDF) to
eliminate noise in the texts.

Another method to predict personality based on writing
styles is stylometric. The definition of stylometric has been
discussed in Section II. However, rather than using the com-
mon approach of extracting stylometric features from a set of
training texts, [90] applied the stylometric technique in chat
conversations collected using a keylogger. Chat conversations
are different from normal text posts on the web, as the texts
in chats appear interchangeably between authors. Therefore,
the researchers expanded the stylometric features to include
turn-taking. Additionally, due to the privacy of the respon-
dents and the objective of their study focusing more on basic
behavior than on complex personality traits, [90] opted not
to use content-specific, structural and idiosyncratic features.
Using statistical analysis, they identified that authors who use
more short words and in a particular rhythm are predicted
to have positive affectivity behavior. This study shows that
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writing styles in a chat environment can predict authors’
psychological factors when interacting with another person
in cyberspace.

The study by [91] offers further proof of this theory by
examining when sexual predators in online chat rooms can
be detected using the LIWC features and their online chat
platform behavior. The LIWC features seen in the profile
of sex predators are first-person pronouns, negative emo-
tion words, affect words, sadness words, time, motion and
location words. For the behavior, the style of opening con-
versation, time logging in and the use of online chat-room
features are some of the behavior observed to differentiate sex
predators from normal users. Combining the writing styles
and chat platform behavior can help to perform automatic
prediction of dangerous authors such as sex predators on
online chat rooms and alert other users about them.

Rather than just predicting the personality of authors, writ-
ing styles could also detect behavior such as depression.
In the study by [89], 22 linguistic styles of LIWC were used
to determine positive and negative words. They further use
the Affective Norms for English Words (ANEW) lexicon
to determine the dominance and activation of each negative
word to create the weight of the words. Particular sentences
that show the usage of antidepressant medicine are also
included as depression features, together with 1,000 depres-
sion lexicons that [89] compiled from Mental Health Yahoo
Answer! discussions and compared with Wikipedia to iden-
tify the words with high TF-IDF. Another feature that is
included in their prediction model is the ego-network—the
number of followers-followees and social communication.
Using Twitter posts, the researchers were able to obtain 70%
depression classification accuracy for their prediction model.
The researchers further studied a specific type of depression,
postpartum depression. Based on the same features used in
the depression prediction model but tested on Twitter posts
from users who announced their child’s birth, [89] were able
to achieve 71% accuracy for the window of 3 months and
81.6% for posts in the window of 2-3 weeks after delivery.
The study shows that postpartum depression has a better
chance of being detected at an early stage within the first 2 to
3 weeks after giving birth based on the writing style of the
mothers in their OSN posts.

The study by [94] has also proven that writing style anal-
ysis is useful to automate personality classification, specif-
ically on neuroticism and extraversion personality traits.
By using Facebook status updates, Twitter posts, YouTube
speech transcripts and normal essays, the authors are able
to extract semantic and sentiment words. While semantic
and sentiment words are not a common writing style tech-
nique, the researchers used semantic words extracted from
the lexical, POS, suffix and word n-gram areas on WordNet,
in addition to sentiment words extracted from SentiWordNet
focusing on positive and negative emotions.

Word sense disambiguation (WSD) is also extracted to
sense the meaning of a word used in a sentence, especially
when the word has multiple meanings. The study shows that

the combination of WSD, semantic and sentiment words can
improve personality classification for both the neuroticism
and extraversion personality traits. Table 8 shows an overview
of using writing styles to identify author personality &
behavior.

A. SUMMARY
In this section, previous studies regarding the analysis of
writing styles to identify authors’ personality & behaviors
have been reviewed. Most personality & behavior studies
support the following definitions of style: as an expression
of individuality, subjectivity or emotions of the author; and
as a deviation. We summarize the studies as listed in Table 8.
A high percentage of the literature uses the closed-vocabulary
approach LIWC technique as the feature to assess author
writing style. The approach is a favorite probably due to
the massive numbers of positive and negative emotion word
extracts that it is programmed to analyze. Regarding person-
ality & behavior, positive and negative emotion words can
narrow down the type of personality & behavior of the author.
LIWC also appears to combine well with a content-specific
approach. The type of topics or content help to describe what
makes an author have a positive or negative reaction. The
reaction shows the type of personality that the author has.

For the type of dataset used in the literature, most texts
came from OSN posts rather personal websites or comments.
This is probably due to the nature of social media privacy
settings. Once authors publish their posts, they are considered
public and anyone can capture them. Furthermore, the con-
nectivity (network relationship) and tag features on social
media platform allow researchers to gather the posts and
easily filter them accordingly. The massive number of users
on these OSN is also another factor explaining why most
sources of datasets in personality analysis use the writing
style technique.

Hence, we see that the number of datasets is in the thou-
sands to millions of message posts, compared to the hundreds
for chat texts. Readers can refer to the comparison table for
other details.

V. CYBERSECURITY
Cybersecurity is the study of securing the cyberspace.
It involves defending online systems against vulnerability
exploitations that can lead to abuse, intrusion, and other
dangers. Cybersecurity not only covers traditional informa-
tion security but also includes the protection of information
resources such as physical, digital, and human assets [97].
Many cybersecurity attacks include the deception of humans
using texts to scam, defraud, and phish, among other schemes.
In this section, we will show how writing styles analysis is
used to detect and even mitigate the risk of cybersecurity
attacks that use text as their main attack mechanism.

A. FAKE ONLINE INFORMATION
Since the implementation of Web 2.0, anyone can post about
almost anything on the Internet, be it factual or fictional.
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TABLE 8. Writing style features to identify author personality of OSN texts.

The problem arises when the fictional information online
cannot be distinguished by readers as fact or fiction. Distin-
guishing between real and fake information becomes harder
specifically when the information is short, such as Twitter
posts [98]. It is even harder to detect when more than one
person shares the same information or message online, or the
number of likes on the message increases, as is often the case
in OSN. A viral message (shared by many) and endorsed by
others (number of likes and shares) could lead a reader to
believe that the message is credible even without knowing
the truth of the message [99], [100]. Fake online information
attacks that will be covered in this subsection are fraud scams,

hoaxes and rumors, as well as misinformation. The reason is
due to the use of text in these attacks.

Online scamming is a type of fraud whereby a computer
is used to trick and deceive readers into believing the infor-
mation that they shared online is true. The fraudsters use
promised monetary gains to attract their victims, making
them believe they have won a lottery, have a chance to receive
high-value investments, and more [101]. The main purpose
of scamming is money. To achieve this purpose, scammers
can use a direct con of money scheming, fake commercials
advertising that something is free when in fact there is a
hidden fee, or methods to do further cyber attacks, such as

VOLUME 8, 2020 67035



K. Y. Tai et al.: OSNs and Writing Styles—A Review of the Multidisciplinary Literature

phishing and spreading viruses in order to gain confidential
information such as online banking authentication informa-
tion [98].

The first two techniques very much predate modern
scam schemes that now use computer technology to assist
scammers in reaching out further and across borders [102].
However, the last scamming technique is more modernized.
Fraudsters use computer-oriented attacks to trick people into
downloading malicious software or malware such as Trojan
horses, keyloggers, viruses andworms [102]. Thesemalwares
collect private and confidential information of unsuspecting
victims and send it over the Internet to their owner, the fraud-
ster. Once the fraudster has this information, he will use it to
log into the victim’s bank account, or charge payment to the
victim’s credit card, or sell the information on the dark web
for a substantial amount of money. These are just some of
the acts fraudsters can do with all the information they gain
about their victims with this computer-oriented scam scheme,
all without their victims knowing about it.

Hoaxes or rumors are also focused on deceiving people, but
the reason behind them is different. Rumors and deliberate
disinformation are disseminated to cause panic and influence
public opinion. OnOSN, rumors propagatemuch faster, espe-
cially if they are news-related. OSN readers search for news
information on the platform [103]; the more interesting (in
terms of hope, fear, or hatred) the information, the higher the
views and shares of the news post become [104]. Rumor viral-
ity and popularity thus become one of the drivers by irrespon-
sible people to continue to create and post hoaxes or rumors
online, especially on social media [105]. The rumors are
designed to adapt to their target’s preferences. However, some
rumors shared online are due to misinformation; because
the information seems true, others share it because they
find it useful and want other people to know as well,
without realizing that the information they shared is not
verified [106], [107].

B. DETECTION METHOD
Detecting or identifying fraudulent scams and rumors,
whether due to misinformation or disinformation, is not
easy, especially when the authors use an authornym, a fake
name [19]. Other than celebrities and book authors, online
users, especially on OSN, often use authornyms. In addition
to using fake names, certain social media users are also seen
using fake pictures called avatars to represent themselves in
the online community. Facebook, Twitter and other OSN have
received many reports regarding identity theft on these social
media platforms. This online identity theft is known as an
identity cloning attack (ICA) [107], [108]. ICAs can either
be two accounts with the same authornym on the same or a
different OSN, where one is a fake and the other the true
identity, or a single OSN account that is hijacked to allow
the perpetrator to act as the owner of the account. Therefore,
it is difficult to say if a OSN account is the perpetrator in the
dissemination of fake information online. To overcome this
situation, researchers have proposed the analysis of writing

style to detect whether online information is fake and whether
the author who wrote/disseminated the fake information is
actually the real person and not a victim of ICA.Writing style
could be a good indicator of the authenticity of the author,
especially should the fake author try to adapt his or her writing
style for the victim’s audience to match the victim’s own
style.

1) AUTHORSHIP DETECTION
In previous studies, researchers have used authorship iden-
tification and similarity detection to identify whether a text
posted online is fake or true [21], [53] based on who wrote
them. In this section, we will look at both methods of author-
ship detection and the features proposed by researchers to
perform the detection. First, we look at authorship attri-
bution. [109] used style markers, structural features, and
content-specific features in their authorship attribution exper-
iment. Other than using the features from previous studies,
they also added extra features in each of the feature cate-
gories: seven extra style markers, two extra structural features
and nine extra content-specific features. The extra features
were added due to the type of English and Chinese datasets
that the researchers used to predict the authors. The messages
consisted of different genres: personal interest emails, school
work emails, research activities emails, information technol-
ogy trading messages, and bulletin board messages. Only the
bulletin board messages were in Chinese. Using a classifier
algorithm, [109] managed to predict the authors of the online
messages with average prediction accuracies reaching 90%
for email messages, 97% for the trading messages, and up to
85% accuracy for the Chinese bulletin boardmessages. Struc-
tural features added with style markers gave a significantly
higher performance improvement rather than style markers
alone, especially on the Chinese messages, which use 68.3%
fewer style markers than the 205 style markers for English
messages.

The researchers later improvised their authorship attri-
bution framework by looking into four stylometry feature
categories: lexical, syntactic, structural, and content-specific
features [110]. There were 87 lexical features, composed
of character and word-level features, for English messages.
For the syntactic features, they used 158 features of punc-
tuation and function words, excluding POS features, as the
POS features cannot cater to the Chinese language. For
the structural features, they used 14 features focused on
email layout.

Since the dataset that the researchers used was the same
as in their 2003 publication, the content-specific features
covered online trading and sale keywords. Some of the fea-
tures were also used for the Chinese language messages,
including some added features that are specifically for the
Chinese language. The best accuracy for author attribution
on online messages for both languages was when all the
stylometry features were combined together, as they have
found in their previous work [109]. The four stylometric
features in [110] were also used in [15] with an addi-
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tion of n-gram based features to do author attribution on
341 online chat-room posts. The results also showed that the
combination of stylometric features yielded the best accu-
racy in different statistical and machine learning approaches
for authorship attribution, even for short messages such as
chat posts.

Another study on authorship detection for different lan-
guages is the study conducted by [111]. The researchers
used Thai and English text datasets collected from web-
boards discussing entertainment and politics and two political
fanpages. Overall, the datasets contained 150 articles. Fifty-
threewriting attributes including Thai and English characters,
words, punctuation marks, emotions, structure features and
content features were used in the experiment. Similar to the
result from [109], the accuracy of authorship detection was
high using writing style features even with a language other
than English.

The second approach to authorship deception is author-
ship verification. [112] verifies an author by identifying the
uncharacteristic writing behavior of an author using the com-
bination of stylometry and content features. Nine stylometric
feature categories cover the different types of characters,
such as the alphabets, symbols and digits, punctuation marks,
POS tags, grammatical features such as nouns, adjectives and
verbs, first-person pronoun frequency, lexical diversity, aver-
age sentence length, average word length, and total number of
words. The content features are topics and keywords related
to the topics. Two types of document dataset are tested:
blogs and the Brennan-Greenstadt attack corpus, where other
authors conceal their own identity by imitating the writing
style of writer Cormac McCarthy. In the blogs dataset, [112]
was able to identify a deceptive author 89% of the time on
average from a set of authors using both stylometric and
content features, while on the imitation writing dataset, all
of the deceptive authors were able to be verified using just
the stylometric features.

Authorship verification can also be applied for detecting
phishing emails. [113] outperformed the two common phish-
ing email detection methods, PILFER and FSSPD, by 10%.
The researchers combine stylometry (97 features), gender
features (7 features), and personality features based on emo-
tion words (15 features) in order to verify the author of
a phishing attack, which is also known as spear-phishing.
A spear-phishing is a targeted attack where the author dis-
guises themselves as a trusted sender and sends the phish-
ing email to the target victim. The combination features
are used to verify and authenticate the email sender. Clas-
sification techniques are included in the authorship veri-
fication model to profile the traits of the original author.
If the traits of the sender are not consistent with the
real author’s traits, the email will be tagged as a spear-
phishing email.

Plagiarism is also another area where the author attribu-
tion detection can be applied as imposing other people’s
work as one’s own is illegal and unethical. [114] has used
446 stylometric features, as well as some additional features.

Those additional features include symbols such as mathemat-
ical symbols, combined-words, word endings, sentences with
‘‘the’’ at the start, and some unique words commonly used in
formal writing such as, ‘‘e.g.’’ and ‘‘etc.’’ ). Machine learning
techniques such as k-nearest neighbor (kNN) and SMO are
used to identify the pattern of each author and help with the
detection. Documents with 10,000 words give an accuracy of
over 90% accuracy for bothmachine learning techniques with
SMO performed the best at 98%. The researchers also find
that the accuracy decreases when the document’s number of
words is less than 5,000, and the number of authors is more
than five.

Other than kNN and SMO, Artificial Neural Networks
(ANN) has also been applied in classification tasks using
stylometric features to determine authorship of documents.
Lexical and syntactic features have been used in the studies
by [115]. Their study revealed that syntactic features outper-
form lexical features, where the accuracy was slightly higher
when two stylometric features are combined. However, these
results, when compared to other works in literature, are less
convincing as a fairly small corpus of 168 fragments of text
from novels by authors Henryk Sienkiewicz and Boleslaw
Prus is used.

While [109], [110] and [15] focus on authorship attribu-
tion, [53] combines writing style features with authorship
attribution to identify deceptive online documents. In this
paper, the researcher first identifies a set of discriminating
features that distinguish deceptive writing from regular writ-
ing. Three sets of features—writeprints (lexical, syntactic and
content specific), lying-detection and authorship attribution
detection—are used. Next, a supervised authorship recogni-
tion test is conducted where a classifier is trained on sample
documents consisting of regular and deceptive documents
from different authors to build a model for each author. Three
datasets have been used: the Extended-Brennan-Greenstadt
Corpus (regular, obfuscated and imitated writing samples);
articles from the International Imitation Hemingway Com-
petition and Faux Faulkner contest; and lastly Thomas-
Amina Houx blog posts from ‘‘A Gay Girl in Damascus’’.
The [53] study shows that the most effective features for
detecting deceptive writing are function words such as ‘I’,
‘there’, ‘are’, and ‘you’. The research also find regular
authorship recognition to be more effective than deception
detection to find indication of stylistic deception in large
size deception documents. Although the study was not able
to identify the author of a document, the large, content-
independent feature set used in this study could detect the
deceptive documents.

In addition to the previous study, [116] also used the
authorship detection method to detect a cybersecurity attack.
The cybersecurity attack in focus is called sockpuppet.
A sockpuppet attack is where a real social media account has
been forged or imitated by perpetrators in order to deceive
other social media account users within their social network
to believe that the forged account owner has supported a prod-
uct or a piece of information posted online. [116] proposed
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a combination of the authorship attribution technique and
social network analysis to perform the sockpuppet detection.
The authorship attribution techniques that they studied cover
the four stylometric features: lexical, syntactic, structural, and
content-specific.

A combination of features to perform authorship detection
was also conducted by [117]. Rather than just combining
stylometry features, [117] combined three different elements:
personality, tone andwriting style. Eight hundred tweets from
200 users were used as the dataset in this study. Pretrained
word vectors for Twitter were used to train a convolutional
neural network for the personality model and tone model.
The personality covered is the Big 5 personality traits, and
the tones include anger, fear, sadness, disgust, surprise, joy,
humor, sarcasm and neutral. LIWC was used to identify the
writing style of the users. The combination of features was
able to accurately identify the Twitter authors, as an author
will not be able to imitate all three features. This technique
could be used to detect the different authorship when a OSN
account has been hacked.

2) DECEPTION DETECTION
Online reviews have been a target by scammers and spam-
mers to trick readers into believing that a product is good.
A reader’s honesty in writing a review can be a difficult
task to prove, as spammers always try to write wise reviews,
following the structure of an honest review. To detect which
reviews are honest and true review and which are fake,
deception detection is needed. Not just online reviews need
to be assessed for their truthfulness; online news is also as
important. In the study by [118], three types of fake news
were found online: fabricated news, hoaxes and humorous
fakes such as parody news and satire. For readers who have
no idea of the real news situation or the type of news agency
website, for example, tabloids or known satire news sites such
as The Onion, these readers may easily believe fake news
that they read online. It is important to detect these online
deceptive texts. In this section, we will discuss the deception
detection method using writing styles proposed by previous
researchers.

Other than online platforms, emails are also prone to be
targeted by scammers to deceive people through an attack
known as phishing. There are two types of phishing: deceiv-
ing people in order to collect personal information and
spreading malwares [119]. In phishing attacks, victims will
receive an email with texts that influence them to click on a
link. The website link is where cybercrime occurs i.e., spread-
ing malware and collecting personal information [120]. The
body of the phishing email, i.e., text, sometimes acts as a
threat, a reward, or an offer to deceive the victim. Most
phishing detection methods focus on layout, web hyperlink
embedded in the email, keywords, and email address [121]–
[123] than writing styles. In this section, we will discuss the
deception detection method of various cyber attacks using
writing styles proposed by previous researchers.

Reference [124] used syntactic stylometry features for
deception detection within essay texts such as product
reviews and trip reviews by considering unigram, bigram,
and their combination as features. To strengthen the unigram
features, the researchers combined POS tags with the uni-
gram. The next features that they used were the probabilis-
tic context-free grammar (PCFG) parse trees that included
unlexicalized and lexicalized production rules. The PCFGs
were also combined with the unigram features. The features
driven from the PCFG combination with unigram features
gave a consistent improvement in the deception detection of
essays.

Reference [125] and [126] also used hotel reviews as their
dataset to detect deceptive reviews from truthful reviews.
While the reviews in [125] are for hotels in Chicago, USA,
in [126], they are for 15 hotels from five popular tourist
destinations within Asia, ranging from luxury to mid-range
and budget hotels. The number of reviews, deception detec-
tion aims and techniques are also different between the
two studies. Reference [125] use 80 hotel reviews that are
divided between positive and negative reviews, with each cat-
egory consisting of the same number of deceptive and truth-
ful reviews. Bag-of-characters (BOC) n-grams and BOW
n-grams are used as comparisons to perform deception detec-
tion on the hotel reviews. The aim of the study is to identify
which technique works best to capture deceptive content.
Their results show that between the two techniques, the BOC
n-grams technique was able to capture the deceptive opinion
content better than BOW n-grams.

While [125] used n-grams, [126] used the common LIWC
and POS for their deception detection for online reviews
across different categories of hotels. Forty-four variables—
six on comprehensibility features, 16 on specificity fea-
tures, nine on negligence features and 13 on exaggeration
features—were used in the study to detect deceptive opinions
from 1,800 hotel reviews of different hotel categories. How-
ever, the results showed inconsistencies in features between
the deceptive and truthful reviews, therefore making it diffi-
cult to ascertain the authenticity of the reviews.

Another deception detection method for hotel reviews, but
using a stylometric lexical and syntactic approach, has been
proposed by [127]. Seventy-seven lexical and 157 syntactic
features and two different classifiers, i.e., the SVMwith SMO
and naive Bayes for deceptive review classification, are used.
The lexical and syntactic features are used separately and
combined. Their results show that stylometric features are
useful in detecting deceptive reviews online.

The lexical and syntactic features such as POS, TTR, lex-
ical diversity (distribution of content words such as nouns,
verbs, adjectives and adverbs) and others have also been
found to be useful for checking spam reviews. The work
by [128] focuses on 25 syntactic features from the syntactic
development in language learners. The syntactic complexity
is measured by sentential clause and T-unit (measuring the
smallest word group in a grammatical sentence) length of
unit. The results from [128] show that the combination of
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both lexical and syntactic features managed to detect decep-
tive reviews better than separate features. The researchers’
proposed method could correctly identify 93.3% of truthful
reviews and 89.5% of fake reviews.

Although most studies focus on online reviews, we have
found that the Potthast et al. [129] dataset is different, as they
look into fake news. Using 1,627 political news articles from
mainstream publishers, right-wing and left-wing political
bias was annotated by five journalists. The dataset came from
the BuzzFeed-Webis Fake News Corpus. Overall, the corpus
contains 299 fake news articles. Character n-grams, stop
words, POSwith n-grams, readability and dictionary features,
and domain features such as hyperlinks and quotes are used
to detect the fake news. While the study is able to distinguish
satire news, detecting fake news using writing style alone is
harder.

On phishing attacks, [130] combines both the stylomet-
rics technique on the email title, body and attachment, with
publicly available content on the victim’s LinkedIn profile to
find the connection between social footprint and phishing tar-
get (specifically spear-phishing attacks). However, the social
footprint gives little significant outcome in the detection
method, but it would probably give better detection if the
targeted receiver has a rich and strong social footprint.

While previous studies focus on English deceptive texts,
other studies have looked at non-English texts [16], [131],
[132]. [131] use texts written in English and Spanish. The
English texts come from two different countries, US and
India, and the Spanish texts from Mexico. Two hundred
statements (for each topic) on three different topics (abortion,
death penalty and best friend) are collected for the English
texts from each country, as well as 78 statements for abortion,
84 statements for the death penalty, and 188 statements for
the best friend topic in the Spanish language. The statements
contain equal numbers of deceptive and truthful statements.
The study aims to address cross-cultural deception detection.
LIWC and unigrams are used to do the detection, and LIWC
is found to be able to serve as a bridge for cross-cultural
classification. For deceptive detection, 60% to 70% accuracy
rates are achieved.

Focusing on web fraud and scams, [16] use computational
linguistic features from NLP and psycholinguistic features
from LIWC to detect the mentioned cybercrimes. The fraud
dataset used in this study comes from the publicized Enron
email messages, including the 89 fraudulent email messages
from the Enron chairman. The scam dataset consists of Face-
book post messages from 1,036 email account holders of
publicly leaked Nigerian cybercriminals and their friends on
Facebook. The Enron email messages are in English, while
the Facebook post messages are in a combination of Nigerian
languages, Spanish and French. It is found that fraud mes-
sages were detected with 60% accuracy using the predictive
model from the scam dataset, while scams on Facebook were
detected with 50% accuracy using the predictive model from
the fraud email dataset. Fraud and scam messages both con-
tain verbose words, but fraud messages are more expressive

and use high lexical diversity words, while scam messages
are more redundant and less complex, despite the difference
in languages.

Another non-English dataset is the Russian one used in
the study by [132]. The study uses 113 pairs of decep-
tive and truthful narrative statements from 113 people com-
piled in the Russian Deception Bank Corpus. The dataset is
marked into three groups: psycholinguistic (from the MRC
Psycholinguistic Database) and sentiment (positive and neg-
ative emotion words, including 36 different emotions and
attitudes words); 11 POS tags and POS tag bigram fre-
quencies, excluding the white space and punctuation marks;
and lastly, syntactic (18 parameters in Russian) and read-
ability (Automated Readability Index and the Coleman–
Liau readability formula) features. POS tags and POS tag
bigrams features give the best implication for binary text
classification on automated deception detection for the Rus-
sian language. Table 9 provides an overview of the writ-
ing style techniques and the datasets discussed in this
section.

C. SUMMARY
This section reviewed previous studies regarding the use
of writing styles to detect cybersecurity issues of author-
ship and fake online information. We summarize the studies
in Table 9. Most cybersecurity studies support the following
definitions of style: as an author-function and as a language
choice. A high percentage of the literature uses similar online
review datasets, either for hotels or products, and website
board systems such as forums and chat rooms. In regard to
detecting deceptive texts, most studies in the literature created
the deceptive dataset rather than using real-world data. The
approach is designed to ensure that the texts are actually fake
and deceptive. However, there is a possibility that the people
asked to write the deceptive texts do not have the same decep-
tive style as the cybercriminals, thus making it harder for
the detection model to distinguish between what is true and
fake [126]. Even with real-world data, it is not an easy task to
detect fake news [129]. We also see that there is an interest in
deception detection in non-English texts, but these studies are
few compared to the English dataset. This topic could be fur-
ther explored in future research. Furthermore, the intention of
the writer for disseminating deceptive and fake online infor-
mation needs to be taken into account as not all such informa-
tion is derived from the ill-intention act, as it may also be due
to the sharers’ negligence or naivety. Moreover, combined
with the feeling of social responsibility that either made them
share the information as it is or edit the texts to show their
support. There is a social and juristic dilemma that is faced
here. For example, should they be condemned as accomplices
to the cybercrime, or should more focus be given on the
detectionmethods that would be able to judge the information
as fake? Such dilemma of drawing the line between the right
and the wrong for machines and their engineers is discussed
by [133].
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TABLE 9. Writing style features to detect cybersecurity issues.

VI. EXPERIMENTS
All three disciplines use demographics, such as gender,
in their studies. As an example, with respect to personality
/ behavior and cybersecurity studies, the interest is finding
out the demographics of sexual predators. To the best of our
knowledge, morphology has not been explored in English
texts as it is a gender neutral language. In this section, we will
explore the use of tensemorphology in gender and age studies
in English blogs, and the PAN 2013 dataset. Morphology is
the study of words, how they are formed and their relationship
to other words in the same language [134]. It is commonly
used in the non-English texts, as many non-English languages
have morphological gender markers that do not exist in the
English language.

The study in [135] shows that past tense morphology has
a different mental representation in aphasic patients. Inspired
by this work, we focus on the connection between syntactic
patterns of ‘‘to be’’ verbs in simple past, simple present,
present participle and past participle tenses, with age and
gender.

A. DATA
For the purpose of comparing the experimental results of
Schler et al. [70] and Goswami et al. [71], we used their blog
dataset that is publicly available (see Table 10).

TABLE 10. Blog distribution over age and gender.

B. DISTINGUISHING FEATURES
In this section, we consider differences among bloggers of
age categories from Table 10 and gender. We analyze the
syntactic patterns of the above tenses using POS classes,
summarized in Table 11. For each pattern (known as fea-
ture), we measured the frequency it appears in the dataset,
by age categories and by gender. Extreme gradient boosting
(XGBoost) classifier and spaCy [136] are used to develop
a prediction model to extract relevant features based on the
highest information gain. We then used these features to
predict age categories and gender. Stratified K-Folds, a com-
monly accepted cross validation technique, with 10-folds is
used here.

In Table 12, we show the frequency of syntactic patterns
with their highest information gain based on the age cat-
egories. All differences are statistically significant at p <

0.00002. Similarly, in Table 13, we show the same statistics,
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TABLE 11. Main POS classes used in the experiments.

TABLE 12. The features for age categories are ordered based on highest
information gain.

TABLE 13. The features for gender are ordered based on highest
information gain.

but by gender. All differences are statistically significant at
p < 0.007.

C. RESULTS
Age experiments were run on the combined dataset of the
three age categories. Compared to Schler et al. (76.2%)
and Goswami et al. (80.4%), a higher accuracy is obtained
(98.2%) using our approach. The confusion matrix is shown
in Table 14. Similarly, gender experiments were run on
the combined dataset of the male and female categories.
Compared to Schler et al. (80.1%) and Goswami et al.
(89.3%), a higher accuracy is obtained (97.4%) using our
approach. The confusion matrix is shown in Table 15.

D. CONCLUSION
As an alternative dataset, we used PAN 2013 [45]. This
dataset consist of 413,555 documents comprising of blog
posts, OSN posts such as Netlog, and short conversations
including conversations of sexual predators (see Table 16).

TABLE 14. Confusion matrix for the age classifiers.

TABLE 15. Confusion matrix for the gender classifiers.

TABLE 16. Various document distribution over age and gender.

TABLE 17. The features for age categories are ordered by highest
information gain.

Like the previous dataset, we show the frequency of syn-
tactic patterns with their highest information gain based on
age categories in Table 17 and based on gender in Table 18.
All differences are statistically significant at p < 0.001.

We achieved an accuracy of 94.0% for age experiments,
and the confusion matrix is depicted in Table 19. In contrast,
we obtained an accuracy of 95.5% for gender experiments,
and the confusion matrix is depicted in Table 20.

To conclude, though both the datasets have about similar
accuracies, the selected syntactic patterns are different, which
is expected as it will depend on the type of dataset, including
its statistics such as length. This further goes to show that
different datasets will have different syntactic patterns. Given
the high prediction results, we emphasize that our novel
machine learning predictionmodel that is based on tensemor-
phology, is very promising in age and gender classification
from English texts.
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TABLE 18. The features for gender are ordered based on highest
information gain.

TABLE 19. Confusion matrix for the age classifiers.

TABLE 20. Confusion matrix for the gender classifiers.

VII. CONCLUDING REMARKS AND FUTURE WORK
In this survey paper, we have 1) provided definitions of
writing styles used across three multidisciplinary factors:
demographics, personality & behavior, and cybersecurity;
2) presented common writing styles during pre- and post-
Internet periods; 3) presented an overview of writing style
feature categories across the stated factors; 4) provided an
in-depth comparison of writing style techniques in OSN text
across the stated factors; 5) presented common writing style
techniques and datasets in OSN text across the stated factors;
6) presented variation in speech (whereby people adapt their
language to their conversational partners) as a writing style
in OSN text in demographics and cybersecurity; and 7) pro-
posed a novel machine learning prediction model based on
tense morphology, to classify age and gender from English
blogs, and the PAN 2013 dataset.

In a nutshell, the information derived from writing style
can be used to derive specific information. Writing style has
features that range from stylometry to additional features. The
stylometry features relevant to this survey paper are lexical,
syntactic, structural, and content-specific. Additional features
include LIWC, 20 factors, LBA, LDA, BOW, BOC, TF-IDF,
n-grams, semantic, morphology and idiosyncratic.

This paper has shown that writing styles study has been
used across a multidisciplinary field where similar datasets
can be employed for different disciplines. Take the PAN
2013 dataset as an example, where the dataset contains online
sexual predator documents, which is a cybersecurity issue.
However, it can also be utilized to study the demographics and
behavior of the perpetrator. Other than that, similar features
are also seen across disciplines. Lexical and syntactic features
are the most common writing style features used as they
represent the writing characteristics of the author.

Another pattern that has been discovered is that the com-
bination of features from different disciplines. In the cyber-
security and personality & behavior disciplines, researchers
are seen to use keywords that represent demographics such as
gender and age as part of the features to identify the author.
There are also some papers in the cybersecurity discipline that
either use personality features or combine both demographics
and personality features into their detection methods [111],
[113], [117], [132]. Therefore, future studies regarding writ-
ing styles will also benefit by combining multidisciplinary
domains as people are complex and not one dimensional.

Numerous future research directions are possible.

Exploring writing styles on dictated text Numerous speech
to text applications exists where one can easily share the
dictated text as an email or even, as a tweet. It offers the
flexibility of a word processing editor where an individ-
ual can edit the text to perfection. Some work has been
done to differentiate spontaneously and dictated speech
in an Indonesian dataset [137]. It would be interesting
to see if writing style differences exist between dictated
text and OSN text.

Reranking pages based on writing styles In relation to
information retrieval, implementing writing styles for
reranking pages based on readers’ personality or writing
style preferences could be an option. This could be part
of the personalization research area, where a person’s
preferences are included as part of the information
retrieval process and writing preferences can be part of
that feature. Currently, some web search personaliza-
tion techniques use individual search history and user
demand [138], trust-based hubs and authorities [139]
and features presented on a page to render heteroge-
neous results onto the search result page [140].

Writing style as an authentication mechanism There have
been multiple techniques in authentication, including
textual, graphical and biometric [141] methods. As bio-
metrics are a unique feature in every human being [142],
and writing style is also considered a unique personal
feature, similar to fingerprints, we believe that writing
style can also be considered a security mechanism [143].

Incorporating writing style from handwritten allographs
Characteristics of handwritten allographs (e.g., mid-
dle zone height, middle zone breadth, upper zone
height, lower zone height), including left- or right-
handedness, have been related to personality [96] and to
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forensics [144]. An attempt to relate left- or right-
handedness to demographics was made in [6], but it
achieved little success due to the limited quantity of data.
A review study can be undertaken to relate common
writing styles in handwritten allographs with OSN text
across multidisciplinary factors.

Incorporating unexplored writing styles As commonwrit-
ing style techniques are seen across multidisciplinary
factors studies, the unexplored techniques can be applied
across disciplines. An example is morphology, which
has been explored in an Indonesian dataset by [69], but
it has not been explored on the modern Malay dataset
even though they share somewhat similar origins. The
modern Malay alphabet is a Latin alphabet consisting
of 26 alphabets, similar to the English and Indonesian
language alphabet. Likewise, idiosyncratics is applied
in cybersecurity, but not in the demographics and per-
sonality & behavior.

Exploring writing styles onManglish-type datasets To the
best of our knowledge, writing styles have not been
employed on English-based pidgin datasets such as
Manglish (Malaysian English) in OSN text. Pidgin,
according to Merriam-Webster, is ‘‘a simplified speech
used for communication between people with different
languages’’. In contrast, Manglish is a different sort of
pidgin as it is mainly made up of (at least 99%) English
words, where some elements are borrowed from at least
the three main languages of Malaysia (Malay, Chinese
and Indian). One excerpt of Manglish is from [145]:
‘‘The school are so many teacher and friend. I can read
the book in this school.’’ Though this sentence may use
English vocabulary, it does not follow the grammar rules
for a sentence construction. Further, the study of [146]
on the handwritten text of Malay undergraduate students
supports this observation, showing that the similarities
and differences in the English andMalay languages give
rise to substitution (‘‘use of native language forms in the
target language’’) and calques (‘‘errors that reflect very
closely a native language structure’’).
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