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I. INTRODUCTION 

The author thanks the Department of Industry, Science, Energy and Resources for this 
opportunity to comment on Australia’s A.I. Action Plan: Discussion Paper (Discussion Paper), opened 
for consultations from 29 October 2020. The comments in this response focus on specific 
recommendations around three of the four major dimensions identified by the Discussion Paper, 
namely, business and society.1 This submission reflects my views as a researcher and are not an 
institutional position of Monash University. The recommendations are summarized as follows: 

• The Government would need to conduct a cost-benefit analysis of permitting screen 
scraping as part of the data-sharing scheme. It is recommended that the Australian 
Government should consider the UK/EU model by clarifying the relationship: the 
mandated API is the principle with the use of screen scraping as a fallback option. 

• The Government would need to map the major players beyond the Australian border 
that develop A.I. ethics. Such a stocktaking process would help the Government, on 
the one hand, identify major hubs of formulating A.I. ethical principles, and on the 
other, allocate the limited resources efficiently and effectively to support Australian 
stakeholders—be they from the private or public sector—to take part in these 
initiatives to ensure our voices to be heard.  

• Many of A.I. ethics are currently articulated by the private-sector institutions. These 
outputs may well be translated into market-driven industry standards—which can 
predate the legislative process. Thus, the Government would need to work with 
industry stakeholders to ensure that these industry, voluntary standards would not 
preempt and contradict the policy inclination. 

• The Government needs to take more actions to give meaning to this abstract term 
“Australian value.” A series of empirical studies on ethical choices would help the 
Government make empirically-informed decisions in relation to hard questions like the 
trolley problem and ensure that the policies taken are truly in line with the Australian 
values, rather than European, American, or other values in the long run. 

• References that I cite herein are available upon request. 
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II. COMMENTS 

a. Recommendation #1: Rethinking the Role of Screen Scraping in the Context of Data Sharing 

In relation to business, the first dimension of the Discussion Paper, the Government notes 
that Australians need to “build competitive business that adopt, develop and export novel A.I. 
technologies.” To this end, one major action plan is to work towards enabling “better data sharing” 
and increasing the value of Australia.” I agree with this view by urging the Government to consider the strategies 
carefully to facilitate data sharing, especially in relation to the use of screen scraping technologies. 

There is no doubt that data is the new oil that underpins the modern economy. From the 
perspective of business, data may well catalyze new products and services 2  and help the 
development of A.I. ecosystem in Australia. Therefore, how to facilitate easier and greater access 
to data has become placed on the agenda of many policymakers in recent years, as seen in the 
Open Banking initiative in the U.K., emerged from the broader context of the E.U. Directive 
2015/2366 on Payment Services in the Internal Market (PSD II) and Australia’s Consumer Data 
Rights (CDR) regime. One daunting task facing policymakers is: how to facilitate data sharing 
while protecting privacy/personal information. Among others, the role of screen scraping—also 
known as “web scraping,” “data scraping,” “web data extraction,” or “web data mining”—is the 
most controversial tool for data sharing.  

Screen scraping uses a software agent (i.e., web robot) to mimic the browsing interaction 
between the web servers and the human in a conventional setting;3 it can therefore save a human 
user’s time to, for instance, manually explore useful information and copy-paste them into 
spreadsheets.4  

The practice is nothing new.5 Screen scraping technology was used in the “data aggregation” 
services that emerged in the U.S. in the late 1990s.6 Such services enable clients to view account 
information from various institutions in one place. They may either collate financial data (e.g., from 
deposit accounts, credit accounts, and managed funds accounts)7 or non-financial data (e.g., from 
email accounts and frequent flyer accounts). 8  This business model has since been diffused 
throughout Europe and the Asia Pacific.9 For instance, as early as 2000, Australia had seven firms 
providing data aggregation services – among them financial institutions, a stockbroker, and an app 
development company.10 This era also marked the emergence of search engines such as Google, 
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which use scraping bots that pull small amounts of data (i.e., the search terms entered) to link a 
user to relevant webpages.11  

Screen scraping has found countless more applications in the subsequent two decades. It 
is now used for targeted advertising,12 price aggregation,13 budgeting apps,14 website preservation,15 
academic research,16  journalism17 , and more.18 Analytic start-ups draw insights for industries by 
scraping public data,19 while Fintech firms purchase data made available by aggregators to develop 
new products and services.20 There is, therefore, an increasingly complex symbiotic relationship 
between scrapers and data hosts, with many scraping services benefitting both parties.21 Given 
their everyday use for a wide range of commercial and non-commercial purposes, scraping bots 
are estimated to account for nearly a quarter of all Internet traffic.22   

However, the use of screen scraping can be controversial. It could also be used for 
purposes that are detrimental to the data host and consumer. 23 Scraping is parasitic when it 
undercuts a website’s revenue by republishing data without requiring users to view supporting 
advertisements.24 It can facilitate copyright infringement at scale25 or even impact the data host’s 
services by overloading servers. 26 This technique could raise privacy concerns for consumers if it 
collects personally-identifying information or enables new surveillance forms.27 In the banking 
context – wherein login credentials may be shared to allow the scraping of account data – there 
are further concerns about cybersecurity, data breach, and the allocation of liability for 
unauthorized transactions.28 These complex applications of screen scraping have led to litigation 
against scrapers, particularly in the U.S. over the past years. It is thus useful to refer to the recent 
trend of regulating such a tool in other developed countries. 

i. U.S. Approach 

Unlike its U.K. and Australian counterpart, the U.S. government takes the market-driven 
approach without rolling out the Open Banking initiatives to facilitate data sharing. However, 
relevant authorities do recognize the need to move away from screen-scraping to more secure 
access methods. The U.S. Treasury’s report stated that the practice “increases cybersecurity and 
fraud risks,” provides a Fintech application with “significantly more data than needed,” and leads 

                                                           
11 Hirschey, supra note 5, at 898. 
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22 Macapinlac, supra note 14, at 402; Drivas, supra note 19, at 1903-4. 
23 Hirschey, supra note 5, at 898-9 
24 Id. at 898-9 
25 Sellars, supra note 15, at 374-5 
26 Hirschey, supra note 5, at 898-9. 
27 Id.; Sellars, supra note 15, at 374-5 
28 ASIC Consultation Paper 20, supra note 6, at 46; Basel Committee on Banking Supervision, Report on Open Banking and 

Application Programming Interfaces (Report, November 2019) at 12, 14.  



to liability issues whereby a bank may be liable for a loss even where screen scraping was used 
without the bank’s knowledge.29 It also noted that “a significant amount of data is still obtained 
through screen-scraping.”30  

While prescriptive requirements have not been issued, several regulatory bodies and 
industry initiatives have sought to provide guidance and standardization for API adoption. 31 
Among them, the Consumer Financial Protection Bureau (CFPB) in the U.S. has issued guidelines 
for the access and use of consumer data, consisting more of high-level principles (e.g., the scope 
of access, means by which consent should be obtained) rather than the exhaustive detail of the 
PSD II.32 Industry groups such as FDX and NACHA have created frameworks to create common 
standards for APIs in the sector.33 Instead of regulatory pressure, it seems that widespread API 
use (and the correlative decrease in screen scraping) will be subject to market players voluntarily 
adopting such standards.34  

Numerous U.S. banks are moving away from screen scraping by developing API-based 
offerings in contractual partnerships with third parties to enhance digital services and gain a 
competitive advantage.35 This shift from screen scraping has been actively promoted by large 
financial institutions like JP Morgan Chase, Wells Fargo, and Bank of America.36 However, absent 
regulatory-driven API standards, screen scraping remains prevalent as a way to offer Fintech 
services without having to enter contractual agreements. 37  For banks, the significant capital 
investment required to create and maintain an API may also ensure that their use is confined to 
larger banks.38 At least, this latter obstacle may be partially alleviated by the increasing penetration 
of technology firms that provide an API on behalf of a bank (e.g., Yodlee, Plaid), thereby facilitating 
Open Banking and decreasing the use of screen scraping in the U.S.’s “hands-off” approach.39 

ii. U.K. Approach 

Upon implementing the E.U.’s Directive on Payment Services in the Internal Market (PSD 
II) in 2018, the U.K. became the first nation to offer a government-led program for Open 
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36 Australian Treasury, REVIEW INTO OPEN BANKING, supra note 250, at 127-8. 
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Banking.40 Generally, the PSD II requires that banks provide access to a customer’s data for 
authorized third parties (provided that the customer’s explicit consent is obtained).41 The third-
party may then use this access simply to compile account information or else may initiate a payment 
from the customer’s account.42 This is intended to benefit consumers by increasing competition, 
improving security, and facilitating Fintech development.43 The PSD II also requires banks and 
third-party providers (TPPs)44 to implement various data security controls.45  

While the PSD II seeks to make screen scraping redundant as more firms begin to use 
open APIs for such data-sharing, the Directive itself does not expressly prohibit it.46 Instead, 
methods of access are regulated in the associated Regulatory Technical Standards (RTS).47 Under 
the RTS, banks are required to ensure access and prepare an interface for third party providers—
either by creating a dedicated API48 or by modifying their existing interface to enable TPPs to 
identify themselves (as required under the PSD II).49 The latter can be seen as screen scraping in a 
“new, modified form” and has sometimes been referred to as “screen scraping plus.”50 From the date 
that the RTS came into effect in September 2019, TPPs’ access to accounts must take an authorized 
form.51  

If a bank creates an API for data access, screen scraping by TPPs is usually permitted only 
where this dedicated interface is unavailable or does not perform to the required standard (a 
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“fallback” provision).52 This fallback provision resulted from the controversy about the role of 
screen scraping: the practice was prohibited entirely in the Euro Banking Association (EBA)’s 
original draft, on the rationale that TPPs would be violating the obligation to identify themselves 
and would be gaining access to information over what was necessary to provide their service.53 
After stakeholders lobbied against this total ban, however, the European Commission introduced 
the fallback provision into a later draft of the RTS54 Its inclusion was objected to by the EBA, who 
argued that banks would be forced to maintain both an API and an interface allowing “screen 
scraping plus,” increasing costs for new providers.55 These objections were partially acknowledged 
by also including an “exemption” option: where a bank has implemented a compliant, stress-tested, 
and widely-used API; it may be exempted by authorities such that it is not required to allow screen 
scraping as a fallback option.56 In accessing the data held by such banks, TPPs are therefore not 
permitted to use screen scraping under any circumstances.57  

More recently, the U.K. government launched the “Smart Data” initiative. Built upon its 
experience of Open Banking, central to this initiative is to ensure consumers in regulated markets 
the ability to “safely, securely and instantly transfer their data” to third parties” to facilitate cross-
sector innovations.58 Although it remains to be seen whether Smart Data initiative will introduce 
similar bans on screen scraping,59 it enables free data flows across entities to help reduce the need 
for such techniques, thus reducing relevant controversy.    

In short, TPPs may legitimately employ “screen scraping plus” (which identifies the TPP 
and therefore complies with PSD II requirements) where a bank modifies their existing interface 
for this purpose rather than creating an API.60  Where the bank instead creates an API for data 
access, screen scraping can only be conducted in narrow circumstances—specifically, where the 
API is not performing to the required standard.61 The legality of screen scraping is even further 
restricted where a bank has implemented a compliant, stress-tested, and widely-used API: in such 
cases, an exemption to the fallback provision can be provided by the U.K. regulator, ensuring that 
accessing bank-held data via screen scraping will always be prohibited.62   

iii. Australia Approach: No Clear Roadmap So Far 

While the EU/UK pioneered the prescriptive approach, Australia has since adopted its own 
comprehensive Open Banking regime as part of the broader Consumer Data Right (CDR).63 It 
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requires that the largest banks provide “accredited recipients” with access to customer data (upon 
that customer’s request) by July 2020.64 This requirement will eventually extend to all banks and 
even progressively apply to other sectors of the economy.65 The CDR implements similar security 
measures to those in the EU/UK framework and creates its privacy protection mechanism.66  

Nevertheless, despite the CDR’s similar role to its EU/UK counterpart, the position of screen 
scraping is less evident in Australia, with legislation remaining silent on the issue. Rather than 
prohibiting or endorsing the practice, a government review recommended that Open Banking 
should aim to make it redundant by facilitating more efficient data transfer mechanisms 67 More 
recently, the regulator Australian Securities and Investments Commission (ASIC) expressed that it 
has no intention to prevent screen scraping.68  

While screen scraping of financial accounts seems unrestricted, there is some uncertainty about 
the resulting liability if a loss occurs. In contrast to the EU/UK’s dedicated liability framework for 
PSD II—which shifts the burden to service providers in several ways and requires that consumers 
receive a refund except in limited circumstances,69 Australia does not yet have a specific regime in 
place to allocate liability in the Open Banking ecosystem.70 The more general ePayments Code may 
find it challenging to accommodate screen scraping practices: in providing their login details to a 
TPP for screen scraping, a consumer could be in breach of security requirements and potentially 
lose their protection under the Code, thus becoming liable for any losses that occur.71 This was 
identified as an issue in the Government’s Review Into Open Banking, which observed that it is 
“debatable whether all customers are aware of precisely what they’ve done in providing their login 
details in this way,” with the style of some requests ensuring that “customers might not even be 
aware they have given their login details to someone other than their bank.”72 

Given such issues and the mandate on banks to provide data access, consumer groups have 
made strong arguments in favor of banning screen scraping. They argue that such practice runs 
counter to every other piece of government security advice,73 undermines the aim of the consumer 
data right,74 and could result in consumer liability for loss.75 Further, it would provide little, if any, 
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an incentive for some Fintech players to seek accreditation if they could instead rely on screen 
scraping, with financially vulnerable people thus continuing to engage with non-CDR accredited 
entities bound by lower privacy protections.76 This could create a “two-tiered” Fintech system and 
undermine the CDR regime's success in ensuring consumer protection and confidence.77 On the 
other hand, Fintech groups have pointed to the possible anti-competitive effects associated with a 
ban on screen scraping, with such a ban only seeming feasible when the CDR regime has matured.78 
This is especially so considering that the Australian economy heavily relies on screen scraping as a 
cost-effective tool.79 The government review has also noted its role as an “important market-based 
check” on the CDR framework's design.80 

Overall, while it seems that screen scraping is currently legal as a technique running parallel to 
the CDR scheme, this is controversial and may be subject to change, with various stakeholders 
arguing for or against a ban. There is also uncertainty as to liability associated with the practice.81  
It is thus recommended that the Government should take a clearer position towards screen 
scarping. For one, if we keep silent on the legality of screen scraping, start-ups would be less 
incentivized to follow the CDR framework to access data, thereby undermining the purpose and 
the function of this regime. For another, although screen scraping indeed represents a handy tool 
for start-ups, it is also true that costs and risks come hand in hand with such a technique. The 
Government should investigate whether the costs and risks involved would outweigh the gains of permitting the use 
of screen scraping in the long run. Hence, I recommend that the Australian Government consider the UK/EU 
model by clarifying the relationship: the mandated API is the principle using screen scraping as a fallback option. 

b. Recommendation #2: Clarifying Australian Values and Contribution to the Development of 
A.I. Ethics 

Turning to the society dimension, I endorse the idea emphasized in the Discussion Paper that 
“[h]uman-centred A.I. will maximise the benefits” of these new technologies; such a position is 
reflected in the Australian Human Rights Commission Human Rights & Technology Discussion 
Paper in March 2020. To this end, the Discussion Paper highlights the importance of championing 
“Australian values” while contributing to the development of international standards on A.I.  I 
endorse the Government’s with the caveat of mapping the following issues: 

• What has been done on A.I. governance nationally, regionally, or globally? Who are 
the players? What, if any, is the common ground that can be found in these efforts?  

• How can Australia help contribute to these initiatives? What is the Australian value 
that can be used to translate into these cross-border governance efforts?  

i. Global Race to Set the New Standards: Where to Participate?  

The past few years have witnessed a number of actors from both private and public sectors 
that have worked on the guiding principles for ethical A.I. The Discussion Paper points to some 
of the notable examples, such as the OECD AI Ethics Principles, the draft memorandum for 
government agencies when proposing A.I. regulations in the U.S., E.U.’s whitepaper on AI-specific 
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policy framework. I wish to draw the Government’s attention to a recent empirical study 
contrasting what has been done thus far and how they differ from one another. 

Anna Jobin, Marcello Ienca, and Effy Vayena identify 84 documents around A.I. ethics—
including the “Artificial Intelligence: Australia’s Ethics Framework—A Discussion Paper.” 82 
According to them, most of these outputs come from the developed world, with the U.S. taking 
the lead (23.8%), followed by the U.K. (16.7%) and Japan (4.8%).83 While some Asian countries 
like Singapore have already worked towards the development of the A.I. ethics, the voices from 
Africa and South-America are mostly missing except for their involvement in transnational 
organizations.84 The study has listed 16 documents deriving from international fora, including the 
Internet Society, the Information Technology Industry Council, and IEEE, to name a few.85  

One immediate recommendation from the above is that, for Australians to contribute to, and make impacts on, 
the development of A.I. ethics, it is recommended to first map the key players beyond the Australian border. Such 
a stocktaking process would help the Government, on the one hand, identify major hubs of formulating A.I. ethical 
principles, and on the other, allocate the limited resources efficiently and effectively to support Australian 
stakeholders—be they from the private or public sector—to take part in these initiatives.  

More importantly, many of these initiatives are led by the private sector, and their outputs may well be translated 
into market-driven industry standards—which can predate the legislative process. Thus, the Government would need 
to work with industry stakeholders to ensure that these industry, voluntary standards would not preempt and 
contradict the policy inclination.  

ii. Defining Australia Value 

As the E.U. underscores the European value in articulating its A.I. framework, the Discussion 
Paper also pointed out the importance of Australian value in shaping relevant policies. This raises 
an immediate question: what is Australian value in this context?  

To date, there is no single ethical principle to be shared across all 84 documents, as Jobin et 
al.’s study indicated. Nonetheless, one could see some convergence towards several fundamental 
principles: transparency, justice and fairness, non-maleficence, responsibility, and privacy.86 At one level, these 
are all related to the protection of human rights, a common bond shared by Australians. Yet, 
moving beyond this high-level concept, one can see “significant semantic and conceptual 
divergences” in how these ethical principles are interpreted and the specific recommendations of 
how to achieve these goals. Take “justice, fairness, and equity”: while some of these documents 
relate justice to diversity, inclusion, and equality, others are concerned with the issues around 
remedies and challenging the decisions.87  

Such diverging concerns and reactions reflect how different stakeholders perceive A.I. as 
enabling technology in the future. While it is not difficult to identify a human-centered approach 
as an overarching principle, it could be problematic when it comes to specific issues. Consider the 
notorious trolley problem. In late 2018, scholars at the Massachusetts Institute of Technology 
(MIT) published “The Moral Machine Experiment,” exploring the answers of the public to a series 
of trolley dilemma questions designed to examine people’s ethical preferences for male, female, 
young, elderly, low-status, or high-status pedestrians upon a fictional car crash.88 Built upon the 40 
million decisions made by millions of individuals from 233 jurisdictions, this study mapped global 
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moral preferences, recorded demographic variations, and most importantly, showed that public 
moral diversity exists along “modern institutions” and “deep cultural traits.” Such a divergence 
may well occur across different ethnic groups within a nation. Thus, while I endorse the 
Government’s view to translating the Australian value into A.I. policies, I would go even further. 
I suggest that the policymakers would need to embark on a series of studies on ethical choices; this would help the 
Government make empirically-informed decisions concerning hard questions like the trolley problem and ensure that 
the policies taken are truly in line with the Australian values, rather than European, American, or other values in 
the long run.89 
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