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Abstract 

Clinical intelligence gathered from data analytics plays a significant role in the 
development of preventive measures and aids the decision-making process. However, 
due to the scattered and distributed nature of digital healthcare records, accessing data 
for analytics has become a huge challenge. The main reason for that is data custodians 
being reluctant to disseminate the records to the external entities due to security and 
privacy concerns.  As the ultimate ownership of medical records lies with the individual 
patient, this is best resolved by integrating patient consent with existing access control 
mechanisms. Recently, blockchain has been shown as a promising technology to provide 
secure and privacy-preserving data sharing on distributed and decentralized 
environments. Therefore, to cater the requirement of privacy-preserving data 
acquisition for clinical data analytics in the modern digital health networks, we propose 
a dynamic consent management architecture leveraging blockchain technology and 
smart contracts adhering to six key design goals. 
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Introduction 

With the rapid advancement and adoption of digital health in the last decade, scattered medical records 
have emerged as a major challenge in clinical data analytics. In the modern digital healthcare ecosystem, 
medical records are scattered and distributed among multiple data custodians. This has prevented care 
providers from generating an integrated view of the patient's health conditions. Collaborative healthcare 
infrastructures have been proposed as a remedy to this issue, in which medical records that are protected 
under various access and privacy policies are exchanged between systems. As the ultimate ownership of 
the medical records lies with the individual patient, these healthcare infrastructures should consist of 
patient-driven access control mechanisms to develop secure and privacy-preserved data exchange 
protocols. 

One reliable approach to facilitate patient-driven access control is by integrating patient consent. In order 
to exchange the data in a privacy-preserving manner, consent-based access control mechanisms should be 
embedded in the data exchange protocols (Bacchus 2017). However, one-time consent management 
solutions are inadequate to fulfil the various privacy concerns and needs of the individual patient due to 
the highly dynamic nature of current healthcare environments (O’Kane et al. 2013). In order to address 
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this issue, dynamic consent mechanisms are required. The dynamic consent should provide a 
personalized and continuous communication mechanism between the patient and the healthcare 
providers to manage patient consent (Budin-Ljøsne et al. 2017). Moreover, compared to other consent 
mechanisms, dynamic consent-based mechanisms have the ability to record and store consent details 
electronically as e-consents, which can provide a more transparent and highly auditable process when 
handling patient data. However, existing dynamic consent-based mechanisms are developed on 
centralized architectures, which are not suitable for the distributed and decentralized nature of the 
current digital healthcare environment.  

Recently, blockchain has been shown as a promising technology to provide secure and privacy-preserved 
data sharing on distributed and decentralized environments. A new generation of blockchain emerged 
with smart assets and smart contracts to extend the blockchain technology beyond the cryptocurrencies 
(Buterin 2014). Recently, many research studies have proven empirically that blockchain technology is 
suitable for addressing data exchange (Dagher et al. 2018; Zhang and Lin 2018) and also data analytics 
related challenges (Wu et al. 2018) in the healthcare domain. 

To cater the requirement of privacy-preserving data acquisition for clinical data analytics in the modern 
digital health ecosystem, we propose a dynamic consent management architecture leveraging blockchain 
technology and smart contracts. In that, we use the “Design Science” research paradigm (Hevner and 
Chatterjee 2010) to develop the architecture by identifying design goals through a comprehensive review 
of existing literature. Our architecture addresses six design goals; 1) data security, 2) data privacy, 3) 
access control, 4) interoperability, 5) traceability and 6) legal compliance. The main contribution of this 
paper is the proposed dynamic consent management architecture that adheres to the above design goals. 

Related Work 

Dynamic Consent in Healthcare 

Designing highly dynamic consent mechanisms to enhance the patient data privacy has been already 
investigated by including new consent related attributes to the existing access control policies in 
healthcare systems (Bergmann et al. 2007; Wang and Jin 2012). Some of the main attributes that have 
been considered are consent type (grant/deny/revoke), authorized operations (read/write/transfer), 
subject of care, specific data record, purpose, context, receiver of consent, issuer of consent, signature, 
creation time, storage location, the validity period, relationship between subject of care and receiver.  
Among all these attributes, “context” can be identified as an attribute that can be provided only through 
dynamic consent mechanisms. In addition, an authorization model (Bergmann et al. 2007) has been also 
proposed to integrate the healthcare data from distributed data sources, where patients and custodians 
both can act as the issuer of consent to integrate the data. There are consent management architectures 
(Heinze et al. 2011) proposed to act as a centralized policy enforcement point to facilitate health data 
sharing. However, most of the proposed work was designed for the use of a single entity with a centralized 
architecture (Lackerbauer et al. 2018) and only a few research studies have incorporated technologies 
such as cryptography to enhance the security and the privacy of the consent mechanisms (Bacchus 2017).  

Using Blockchain Technology and Smart Contacts for Consent Management 

The blockchain can use its inbuilt features to generate other required features for managing consent such 
as record hash, owner, receiver, expiry date, signature as attributes (Liang et al. 2018). The solution 
proposed by (Dagher et al. 2018) consists of a specific smart contract to manage the permissions on the 
medical records stored on the blockchain. The architecture introduced by (Theodouli et al. 2018) also has 
used a permission contract to store the specific patient address, the unique key of the entities that request 
access to that specific medical data and also the permission status. In Medrec (Azaria et al. 2016), the data 
ownership and viewership permissions are stored as the content of blocks and patients have to provide 
their consent to form a relationship with the provider before exchanging the data. In this solution, state 
transitions functions of the smart contracts have been used to design various access rules based on access 
control policies. In the solution proposed by (Genestier and Ehealth 2017), after the user defines consent 
using a specific smart contract designed for consent management, consent details will be directly recorded 
in the blockchain through the consent management server. In the decentralized permission management 
protocol by (Liang et al. 2018), the access control policies will be stored in the blockchain and all the 
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access related activities will be recorded on the blockchain for auditing purposes and when the new 
medical records are generated, data will be uploaded to the blockchain only upon patient's consent. Even-
though, there are some blockchain-based consent management solutions proposed in the healthcare 
domain, most of them are only applicable for managing consents for the primary usage (Dagher et al. 
2018). Thus, these solutions reveal the identities of the patients by design. However, when acquiring data 
for secondary usage, the solution should provide a privacy-preserved architecture for consent 
management. In addition, the solution should not be designed to perform under the assumption that the 
implicit consent is sufficient to acquire medical records (Theodouli et al. 2018). This is crucial as per the 
General Data Protection Regulation (EU GDPR 2018) legal framework, implicit consent is not enough and 
explicit consent is required to get access to patient data. Therefore, our proposed architecture will be 
designed based on the explicit consent and it will be highly dynamic to hide or reveal the patient's identity 
based on the context. 

There are blockchain-based consent management solutions proposed in various other domains as well. 
For instance,  there is a framework of nested authorization (Gilda and Mehrotra 2018) proposed to 
manage the informed parent consent for accessing student data for various programs in the education 
domain. In addition, to collect and validate “Know-Your-Customer (KYC)” data among banks, a double-
blind, consent-driven data sharing mechanism (Bhaskaran et al. 2018) has been proposed to receive the 
customer’s explicit consent in authorizing the access to their personal information. However, none of 
these solutions incorporates the various attributes that are required in building a highly dynamic consent 
mechanism for healthcare. Moreover, these solutions are not capable of handling the heterogeneous and 
scattered nature of patient data included in the healthcare data networks. 

Proposed Architecture 

 

Figure 1.  Dynamic Consent Management Architecture 

 

We present our proposed architecture in Figure 1. Patient data can be scattered among different data 
custodians (aged care, hospital, GP). As these entities also act as healthcare providers, they are also 
required to access healthcare data from each other for data analysis purposes. As the custodians, they 
have an obligation to protect the data stored by themselves using strong access control policies. In order 
to resolve this, patients or the nominated representatives should play an active role by opt-in to this 
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dynamic consent management protocol. The blockchain infrastructure will be hosted among invited 
healthcare entities and they will act as the peers of this consortium blockchain. Moreover, the validity of 
the blockchain data entries and the authority to submitting them will be guaranteed by achieving the 
consensus among these healthcare entities using smart contracts. Furthermore, the patients are not 
required to be involved in the data verification process. The architecture consists of three smart contracts; 
1) registration, 2) request policy and 3) response policy. Initially, all the patients have to go through a 
registration process. During this process, a smart asset known as a “consent profile” will be created for 
each patient. The respective patients and/or their nominated representatives will manage these consent 
profiles by adding and updating their consent preferences. The remaining smart contracts are access 
policies, which consist of access rules that have defined to address the key design goals.  

Smart contract 01: 
Registration  

Smart contract 02: 
Request policy 

Smart contract 03: 

Response policy 

Consent.patient Consent.patient   Consent 

Consent.performer  Consent.provision.data Consent.provision.dataPeriod 

Consent.initial  Consent.provision.purpose Consent.patient 

Consent.provision.data Consent.scope  Consent.provision.data 

 Consent.identifier  Consent.identifier 

 Consent.requestor  Consent.performer 

  Consent.dateTime 

  Consent.token 

Table 1. FHIR Based Consent Attributes for Smart Contracts 

When designing solutions that need to communicate with other entities, it is vital to adopt universal 
healthcare formats and structures to avoid integration failures due to different formats and data 
structures.  Therefore in this study, one of the emerging interoperability standards called  FHIR (HL7.org 
2015) has been used. As listed in Table 1, the consent attributes used in the smart contracts are based on 
the FHIR consent resource. The consent token generated upon receiving the consent also includes the 
elements taken from the FHIR consent resource such as Consent.identifier, Consent.status, 
Consent.patient, Consent.dateTime and Consent.provision.dataPeriod.  

A User Scenario: Access Policies and Rules 

The proposed architecture (Figure 1) will be described using a day-to-day user scenario.  

Assume that patient A is in an aged care facility and she has been admitted to the hospital. While the 
patient is in hospital, the hospital staff wants to monitor this patient for the likelihood of falls (losing the 
balance). In order to predict the likelihood of a fall, the hospital requires data on different types of fall 
predictors (Rupasinghe et al. 2019). However currently, the hospital does not have all the required 
information on the patient. As the patient is a long term resident of an aged care facility, the hospital 
wants to request access to this patient's medical records from the aged care facility. 

 Step 01: As the patient is already under the care of the hospital, the hospital sends the consent request 
to the patient by searching the patient's name.  

 Step 02: The request policy will check patient preference in her consent profile against the various 
attributes taken from the consent request. 

  Step 03: If the patient has provided sufficient information on her consent profile, the request policy 
smart contract will grant (or deny) the consent automatically. If consent is granted, continue with step 
6. If it is denied, the requestor will be notified.    

 Step 04: If the patient has not provided necessary information on her consent preference, patient or the 
nominated representative of this patient will be notified about this consent request.  
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 Step 05: After verifying the consent details, patient/nominated representative grant (or deny) the 
consent to acquire requested data from the aged care facility. Even after the consent is granted, the 
patient or the nominated representative can revoke or update the consent anytime.  

 Step 06: The response policy contract will generate a consent token for the aged care facility to 
authenticate this decision. 

 Step 07: If the hospital is requesting data for model training or testing, request policy contract will 
check the patient information and send them access request. If the patient provides the consent, the 
response policy will issue a consent token embedded with a pseudonym. The consent token will only be 
requested for non-identifiable patient data. Before transferring the dataset, the data custodians will 
embed the pseudonym to the dataset. As all the custodians who are sending this patient's data send it 
with the same pseudonym, the hospital is able to aggregate the datasets received from different data 
providers without any identifiable patient data. 

 Step 08: The response policy contract will store the interactions on the blockchain. 

 Step 09: The aged care facility already has an access control mechanism in place, and will use the access 
token to authenticate the data request based on the existing access control mechanism. As the data is 
requested by the current caregiver and for the primary use (prediction), an identifiable dataset will be 
shared. The token will be valid only until the discharged date of the patient. 

 In the proposed architecture, the hospital cannot request open access to all the patient data. In the 
consent request, the requesting entity has to mention the specific medical record or the medical record 
category that access required. The required granularity of the medical records depends on the user 
preferences in requesting and granting access to medical records. Therefore, in order to address this 
requirement, the proposed architecture is designed to request and provide the consent at a higher 
granularity.  Furthermore, “partial consent” also can be provided by providing access only to a few of the 
requested categories, providing a time duration to access data or only providing consent to access medical 
records stored in selected custodians.  

Design Goals 

When designing the proposed architecture six design goals were identified; 1) data security (DG01), 2) 
data privacy (DG02), 3) access control (DG03), 4) interoperability (DG04), 5) traceability (DG05) and 6) 
legal compliance (DG06). To identify the design goals, a comprehensive literature review was conducted, 
and the most relevant research papers (23) were identified. These research studies were selected based on 
having proposed blockchain solutions for healthcare. As shown in Table 2, none of the proposed solutions 
has achieved all the design goals. Therefore, in order to design a solution that is implementable and 
effective in a real-world health environment, all six design goals should be met. 

Data security (DG01) 

When designing healthcare solutions, ensuring data security is vital. By using the inbuilt cryptographic 
primitives of blockchain, data stored in the blockchain can be encrypted and cryptographic signatures can 
be used to authenticate the identities of the users. Security can be further improved by designing on a 
consortium blockchain, rather than on a public blockchain. In a public blockchain, anyone can join with 
the network and participate with data validation other processes without any invitation whereas in a 
consortium blockchain, all the participants are known and any new participants are added to the network 
only by invitation. Moreover, the consent tokens provided by the patients should be designed in a way that 
they cannot be replicated. 

Data privacy (DG02) 

When requesting consent, only the data requestors who have an on-going relationship with the patient 
should be able to see the patient’s real identity. Especially when providing consent, the patient should be 
able to grant access to their data without revealing their identities. If consent is given only to access the 
de-identified data, the healthcare custodian who transfers the medical records should ensure that only the 
de-identified patient data is transferred. 
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Access Control (DG03) 

As discussed above, healthcare data should not be stored in the blocks of the blockchain. Therefore, data 
custodians are responsible for data storage and transfer. The proposed architecture should be able to act 
as a middle layer between the data custodians and the data analytics platforms that act as the data 
requestors. The data custodians already have established access control policies and rules to secure 
healthcare records. Therefore, the proposed architecture should consist of a dynamic mechanism to keep 
the data custodians informed about the consent status of the data records. This is achieved by introducing 
a consent token, which can be automatically generated by smart contracts. The data custodians are able to 
extend their existing access control policies by including the consent related attributes also to the rules. 

Interoperability (DG04)  

In order to develop and deploy the proposed solution in the current healthcare context, the architecture 
should be designed in an interoperable manner. This can be achieved by adhering to the well-established 
interoperability standards. In this research study, FHIR (HL7.org 2015) has been used to address that 
design goal. All the attributes of the architecture have used the consent elements provided in the FHIR 
documentation. Moreover, the definitions, cardinalities, types and terminologies are also used as the way 
it is defined in the FHIR standard. The only difference will be the element which is named as 
“consent.organization” or alternatively “custodian”. As the proposed solution is based on a decentralized 
architecture that designed to interact with multiple data custodians, the blockchain itself can be identified 
as the “consent.organization” that is defined in the FHIR standard.  

Traceability (DG05)  

Regarding medical records, to facilitate the “right of erasure”, none of the personal or medical information 
of the patients should be recorded in the blockchain. However, the activity trails are not required to be 
covered by this rule. The information on data requests and consent responses can be considered as the 
audit logs. Maintaining an immutable audit/access log is crucial in any information system. Therefore, 
this design goal can be achieved by leveraging the immutability of the blockchain and storing all the 
transactions on blocks for traceability purposes. 

Legal Compliance (DG06)  

The architecture that we propose should be compliant with the existing legal framework. For instance, in 
order to design this solution, the GDPR (EU GDPR 2018) legal framework will be used. Under GDPR, 
personal data can be processed only if it is allowed by the law or upon the consent of patients and the 
consent request should include the specific patient, identity of the consent requestor, required data, and 
purpose. In order to facilitate the “right to object”, the patient should be also allowed to deny the requests 
without providing any reason for denial. The “right to rectification”, should be facilitated through 
designing a dynamic consent mechanism that can provide the ability to revoke or update the consent 
anytime. Considering the sensitiveness of the healthcare data, “implied consent” is not sufficient to 
acquire data for secondary purposes. The consent should be “explicit” and it should be declared in a way 
that the response to the consent is clear to all parties. The patients who cannot provide consent by 
themselves, are allowed to provide their consent through legal guardians or caregivers. Therefore, the 
patient and the nominated representative should be distinguishable in the proposed architecture. 

Significance of the Proposed Architecture 

Compared to other blockchain-based static consent mechanisms (Genestier and Ehealth 2017; Rifi et al. 
2017; Theodouli et al. 2018), the proposed architecture is fully dynamic and also supports conditional 
access to the data. Furthermore, to the best of our knowledge, none of the other blockchain-based consent 
management solutions has discussed achieving six main crucial design goals for healthcare solutions. The 
proposed architecture also aims to provide the patient with full control and ownership over their medical 
records. The solution expects the data custodians to play a passive role by not sharing patient data with 
any other entities without the patient's consent. This is a significant improvement for the existing 
blockchain-based consent management solutions in healthcare. In addition, national EHR architectures 
such as “My health record in Australia”, currently does not incorporate a dynamic consent management 
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process for secondary use of data, even though they have identified it as one of their future directives 
(Australian Government Department of Health 2018). Therefore, the proposed blockchain-based dynamic 
consent management solution will have a significant impact on the improvement of existing EHR 
architectures as well.  

Research Studies DG01 DG02 DG03 DG04 DG05 DG06 

(Dagher et al. 2018) Y Y Y Y - Y 

(Fan et al. 2018) & (Yue et al. 2016) Y Y Y - - - 

(Zhang et al. 2018) Y Y - Y - - 

(Esposito et al. 2018) & (Al Omar et al. 
2017) 

Y Y - - Y - 

(Es-Samaali et al. 2017) & (Zhao et al. 
2018) & (Dubovitskaya et al. 2017) 

Y Y - - - - 

(Theodouli et al. 2018) Y - - - Y - 

(Rifi et al. 2017) & (Juneja and Marefat 
2018) & (Griggs et al. 2018) & (Xia, 
Sifah, Smahi, et al. 2017) & (Zhang et 
al. 2016) & (Rifi et al. 2018) & (Zhang 
and Lin 2018) 

Y - - - - - 

(Liang et al. 2018) - Y Y - - - 

(Azaria et al. 2016) & (Kaur et al. 2018) 
& (Wu et al. 2018) 

- - - Y - - 

(Xia, Sifah, Asamoah, et al. 2017) & 
(Nugent et al. 2016) 

- - - - Y - 

Table 2. Design Goals Addressed in Existing Blockchain Solutions in Healthcare 

Conclusion and Future Work 

In this paper, a blockchain-based privacy-preserving architecture has been proposed to facilitate dynamic 
consent-based access control for acquiring data for clinical data analytics such as predictive analytics. 
Even though it has been selected as the context for the research study, the proposed architecture is 
generalizable for managing dynamic consent in acquiring data for both primary and secondary use in the 
healthcare domain.  

The proposed architecture will be implemented on the open-source enterprise blockchain platform 
“Hyperledger – fabric” (Linux foundation 2019). Hyperledger fabric chain-codes, which act as smart 
contracts will be used to develop the access policies on the blockchain. All the interactions among patients 
and requestors will be directly recorded on the blockchain. The consent tokens will be stored in the state 
data storages with latest consent information.  After the architecture is developed, a security analysis will 
be conducted. Technical evaluation will be also conducted on storage overhead analysis, communication 
overhead analysis and time cost evaluation. As this research study is conducted with the collaboration of 
industry, a qualitative evaluation will also be conducted with domain experts to ensure that the design 
goals are met. We are currently experimenting with the proposed architecture and we expect that 
preliminary results can be shared at ICIS 2019.  
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